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1. List of Acronyms

ACRONYM Description

2017 MD 2017 Ministerial Direction on Avoiding Mistreatment by Foreign Entities

ACA (ACMFEA, or “the Act”) Avoiding Complicity in Mistreatment by Foreign Entities Act
ADM Assistant Deputy Minister

AMCC Avoiding Mistreatment Compliance Committee

CBSA Canada Border Services Agency
|
CRA Canada Revenue Agency

CRCC Civilian Review and Complaints Commission for the RCMP
CSE Communications Security Establishment

CSIS Canadian Security Intelligence Service

DFO Department of Fisheries and Oceans

DND/CAF Department of National Defence / Canadian Armed Forces
EPPP Enhanced Passenger Protect Program

FINTRAC Financial Transactions and Reports Analysis Centre of Canada
FIRAC Foreign Information Risk Advisory Committee

FPNS Federal Policing National Security

GAC Global Affairs Canada

GATE Governance, Accreditation, Technical Security and Espionage
HOM Head of Mission (or Chargé)

HRR Human Right Report

ICCPR International Covenant on Civil and Political Rights
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ICE Integrated Collaborative Environment

INPL Intelligence Policy and Programs Division
IRCC Immigration, Refugees and Citizenship Canada
ISCG Information Sharing Coordination Group

LEAG Law Enforcement Assessment Group

LO Liaison Officer

MDCC Ministerial Direction Compliance Committee

NSICOP National Security and Intelligence Committee of Parliamentarians
NSIRA National Security Intelligence Review Agency

0iC Orders in Council

PPP Passenger Protect Program

PS Public Safety Canada

RCMP Royal Canadian Mounted Police

RFI Requests for Information

TC Transport Canada
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2. Executive Summary

1. (U) This review focuses on departmental implementation of directions received through
the Orders in Council (OiC) issued pursuant to the Avoiding Complicity in Mistreatment by
Foreign Entities Act (ACMFEA, ACA, or “the Act”). This is NSIRA’s third annual assessment of
the statutorily mandated implementation of the directions issued under the ACA.

2. (L) This year’s review covers the 2021 calendar year and has been split into three
sections. First, the review addresses the statutory obligations of all departments. Sections
two and three of the review focus on in-depth analysis of how the Royal Canadian Mounted
Police (RCMP) and Global Affairs Canada (GAC) have implemented the directions under the
ACA. NSIRA has used case studies, where possible, to examine these departments’
implementation of the ACA framework.

3. (U) NSIRA has observed that this is the third consecutive year where there have been no
cases referred to the deputy head level in any department. This is a requirement of the OiC in
cases where officials are unable to determine if the substantial risk can be mitigated. Future
reviews will be attuned to the issue of case escalation and departmental processes for
decision-making.

4. (U) In the 2019 NSIRA Review of Departmental Frameworks for Avoiding Complicity in
Mistreatment by Foreign Entities (2019-06), NSIRA recommended that “the definition of
substantial risk should be codified in law or public direction.” NSIRA notes that some
departments have accounted for this gap by relying on the definition of substantial risk in the
2017 MDs. In light of the pending statutorily mandated review of The National Security Act,
2017 (Bill C-59) and the centrality of the concept of substantial risk to the regime governing
the ACA, NSIRA reiterates its 2019 recommendation that the definition of substantial risk be
codified in law.

5. (U) In last year’s review NSIRA identified Canada Border Services Agency (CBSA) and
Public Safety Canada (PS) as not yet having finalized their ACA policies. While CBSA and PS
continue to make advancements these departments still have not fully implemented an ACA
framework and supporting policies and procedures.

6. (U) RCMP has a robust framework in place for the triage and processing of cases
pertaining to the ACA. The in-depth analysis portion of this review found that the RCMP does
not have a centralized system of documenting assurances and does not regularly monitor
and update the assessment of the reliability of assurances. NSIRA also found that the RCMP
has not developed mechanisms to update country and entity profiles in a timely manner, and
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the information collected through the Liaison Officer in the course of an operation is not
centrally documented such that it can inform future assessments.

7. (U) In the analysis of one of the RCMP’s Foreign Information Risk Advisory Committee
(FIRAC) case files, NSIRA found that the Assistant Commissioner’s rationale for rejecting
FIRAC’s advice did not adequately address concerns consistent with the provisions of the
Orders in Council. In particular, NSIRA finds that the Assistant Commissioner erroneously
considered the importance of the potential future strategic relationship with a foreign entity in
the assessment of potential risk of mistreatment of the individual.

8. (U) NSIRA conducted a review of all twelve departments by examining relevant policy and
legal frameworks as communicated by the departments. The RCMP was responsive to
NSIRA’s requests, providing documents and briefings within agreed time frames. Due to
timing constraints, NSIRA relied heavily on the written record as provided. GAC demonstrated
a willingness to provide NSIRA with the information requested, and made every effort to
clarify requests. GAC was timely in their responses and provided access to people and
information as requested.

9. (U) NSIRA found that GAC is now strongly dependent on operational staff and Heads of
Mission for decision-making and accountability under the ACA. This is a marked change from
the findings of the 2019 review that found decision-making was done at the Ministerial
Direction Compliance Committee (MDCC) at Headquarters.

10. (U) GAC has also not conducted an internal mapping exercise to determine which
business lines are most likely to be implicated by the ACA. Considering the low number of
cases this year and the size of GAC, and that ACA training is not mandatory for staff, NSIRA
has concerns that not all areas involved in information sharing within GAC are being properly
informed of their ACA obligations.

11. (U) NSIRA also notes that GAC has no formalized tracking, or documentation mechanism
for the follow-up of caveats and assurances. This is problematic as mission staff are
rotational and may therefore have no visibility as to their ability to rely on caveats and
assurances based on past information sharing instances.

12. (U) During the review, GAC demonstrated a willingness to provide NSIRA with the
information requested, and made every effort to clarify requests. GAC has provided NSIRA
with all documents requested within a reasonable time frame.

13. (U) This review assessed departments’ implementation of the directives received under
the ACA and their operationalization of frameworks to address ACA requirements. As such,
this review constitutes the first in-depth examination of the ACA within individual
departments.
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3. Authorities

14. This review is being conducted under the authority of paragraph 8(2.2) of the National
Security Intelligence Review Agency Act (NSIRA Act), which requires National Security
Intelligence Review Agency (NSIRA) to review, each calendar year, the implementation of all
directions issued under the Avoiding Complicity in Mistreatment by Foreign Entities Act
(ACMFEA, ACA, or “the Act”).

4. Introduction

15. This review will focus on departmental implementation of directions received through the
Orders in Council issued pursuant to the Avoiding Complicity in Mistreatment by Foreign
Entities Act. The overarching objective of this review is to assess whether departments are
meeting their obligations under the ACA and associated directions. NSIRA is mandated to
conduct this review on an annual basis.

Background

16. Many departments and agencies in the Government of Canada routinely share information
with foreign entities. Given that information sharing with entities in certain countries can
result in a risk of mistreatment of individuals, it is incumbent upon the Government of
Canada to evaluate and mitigate the risks that such sharing creates.” This is particularly the
case for information sharing related to national security and intelligence, where information
often relates to alleged participation in terrorism or other criminal activity.

17.The 2017 Ministerial Direction on Avoiding Mistreatment by Foreign Entities (2017 MD),
defined the substantial risk of mistreatment as:

[A] personal, present and foreseeable risk of mistreatment. In order to be
‘substantial’, the risk must be real and must be based on something more than
mere theory or speculation. In most cases, the test for substantial risk of
mistreatment will be satisfied when it is more likely than not that there will be

1 Please refer to Appendix Il: ACA Framework and Background.
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mistreatment; however, in some cases particularly where there is a risk of
severe harm, the ‘substantial risk’ standard may be satisfied at a lower level
of probability.?

18. This review will be NSIRA’s third annual assessment of the implementation of the directions
issued under the ACA. This review will build on the previous reviews conducted in respect of
avoiding complicity in mistreatment. The first review was in respect to the 2017 MD. The
second review assessed the directions issued under the ACA, but was limited to the four
months from when the directions were issued to the end of the 2019 calendar year. The third
review was NSIRA’s first full year assessment of the implementation of the directions issued
under the ACA for the 2020 calendar year.

19. NSIRA has focused on conducting in-depth reviews of how departments implement the
directions under the ACA. This approach builds on the foundational knowledge obtained over
the last three years and reviews how departments operationalize the directions under the
ACA by using case studies to assess departments ACA frameworks in practice.

20. The review, covering the 2021 calendar year has been split into three sections. The first
section addresses NSIRA’s statutory obligations covering a full year review of all departments.
This year NSIRA conducted an in-depth review of two departments: the Royal Canadian
Mounted Police (RCMP) and Global Affairs Canada (GAC), sections two and three respectively.

Methodology

21. Subsection 7(1) of the ACA imposes a statutory obligation on the deputy head to whom
directions were issued to submit a report to the Minister regarding the implementation of
those directions during the previous calendar year and publish a public copy of the report.
The Minister must then provide the classified copy to NSIRA.

22. The obligations for departments noted above are mirrored in the NSIRA Act. Under subsection
8(2.2) of the NSIRA Act, NSIRA must, each calendar year, review the implementation of all
directions issued under the ACA. Additionally, NSIRA has the statutory right to review the
implementation beyond the specific requirements of the ACA, namely through its mandate to
review any activity carried out by a department that relates to national security or intelligence.

2 Ministerial Direction: Avoiding Complicity in Mistreatment by Foreign Entities, 2017. Pursuant to ACA there are six mandated departments:
Communications Security Establishment (CSE), Canadian Security Intelligence Service (CSIS), Canadian Border Services Agency (CBSA),
Department of National Defence / Canadian Armed Forces (DND/CAF), Global Affairs Canada (GAC), Royal Canadian Mounted Police
(RCMP). In addition in 2019 0iCs were issued to these six departments as well as: Public Safety Canada (PS), Transport Canada (TC),
Citizenship and Immigration Canada (IRCC), Financial Transactions and Reports Analysis Centre of Canada (FINTRAC), Canada Revenue
Agency (CRA) and the Department of Fisheries and Oceans (DFO).
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23. The issued Orders in Council (OiC) include a reporting requirement, whereby decisions
necessitating referral to the deputy head for determination must be reported to the Minister
and subsequently the review bodies.? This requirement creates additional accountability for
decisions undertaken by departments and allows NSIRA to be informed of any potential
issues outside of the annual reporting cycle.

24. This review encompasses the implementation of the directions for the 12 departments4 that
were in receipt of the OiC pursuant to the ACA. The review period is January 1, 2021, to
December 31, 2021. Additionally, NSIRA has selected two departments for more in-depth
case study review: GAC and the RCMP. NSIRA will ensure that additional departments are
selected for case study analysis in future years.

25. In completing this review, NSIRA considered legal authorities and governance frameworks.
NSIRA also relied on documentation and information obtained through briefings with the
departments.5

Verification of Information and Responsiveness

26. NSIRA conducted a review of all twelve departments by examining relevant policy and legal
frameworks as communicated by the departments.

27. The RCMP was responsive to NSIRA's requests, providing documents and briefings within
agreed time frames. Due to timing constraints, NSIRA relied heavily on the written record as
provided. NSIRA found that overall, its expectation for responsiveness by the RCMP during
this review were met.

28. GAC demonstrated a willingness to provide NSIRA with the information requested, and made
every effort to clarify requests. GAC was timely in their responses and provided access to
people and information as requested. NSIRA found that overall, its expectation for
responsiveness by GAC during this review were met.

3 Review bodies refers to NSIRA as well as the National Security and Intelligence Committee of Parliamentarians.

4The 12 departments include the Canada Border Services Agency, Canada Revenue Agency, Communications Security Establishment,
Canadian Security Intelligence Service, Department of Fisheries and Oceans, Department of National Defence / Canadian Armed Forces,
Financial Transactions and Reports Analysis Centre of Canada, Global Affairs Canada, Immigration, Refugees and Citizenship Canada,
Public Safety, Royal Canadian Mounted Police and Transport Canada.

50nly departments selected for an in-depth review of the implementation of directions under the ACA will be required to provide NSIRA with
case studies.
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5. All Departments

Framework Updates and Reporting

Finding 1: NSIRA finds that the Canada Border Services Agency and Public Safety Canada still have
not fully implemented an ACA framework, and supporting policies and procedures are still under
development.

29. Based on submissions to NSIRA, ten departments have established frameworks and policies
addressing whether the disclosure of information to a foreign entity would result in a
substantial risk of mistreatment of an individual. The submissions provided to NSIRA by
Canada Revenue Agency (CRA), Department of National Defence / Canadian Armed Forces
(DND/CAF), and Transport Canada (TC) indicate that they are actively working on refining
existing policies and frameworks.6 NSIRA, in last year’s report identified Canadian Border
Services Agency (CBSA) and Public Safety Canada (PS) as not yet having finalized their ACA
policies.”

Frameworks

30. CBSA advised that it has provisionally approved a framework for deciding whether a request
for information from a foreign entity would result in a substantial risk of mistreatment of an
individual.8 CBSA advised NSIRA that it issued direction to conduct an internal review with
the goal of confirming the feasibility of operational implementation across multiple program
areas.?

31. PS has advised that a full suite of risk assessments are under development and that it
intends to conduct information sessions to ensure other program areas not directly affected
by the ACA are aware of information sharing obligations.1° PS also advised that the program
area implicated by the Ministerial Directions (the Directions) has operationalized the policy
and has ensured that their procedures and processes align with the requirements outlined in
the departmental policy, Act and the Directions. These policies came into effect in January

6 Canada Revenue Agency, Department of National Defence, and Transport Canada’s responses to Request for Information #1: NSIRA’s
Review of Departmental Implementation of the Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021 (2022-05), May 17,
2022.

7 Review of Departmental Implementation of the Avoiding Complicity in Mistreatment by Foreign Entities Act for 2020 (NSIRA review 2021-
02), p. 1.

8 Canada Border Services Agency’s response to Request for Information #1: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021 (2022-05), May 17, 2022.

9 Canada Border Services Agency’s response to Request for Information #1: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021 (2022-05), May 17, 2022.

10 Public Safety Canada’s responses to Request for Information #1: NSIRA’s Review of Departmental Implementation of the Avoiding
Complicity in Mistreatment by Foreign Entities Act for 2021 (2022-05), May 17, 2022.
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2022, with “a few aspects” having not yet been finalized. The suite of risk assessments is still
in development.1t

32. PS also intends to hold information sessions with various sections of the department that
may not currently need to apply the Directions, but should nonetheless be aware of their
existence should they develop new programs with an information sharing dimension.

33.1n 2020, GAC initiated a full review of the Avoiding Mistreatment Compliance Committee
(AMCC) as directed by its terms of reference.’2 GAC has advised that notional
recommendations have been developed to address the identified shortcomings.
Recommendations include timeliness of Committee decisions, addressing duty of care
issues, and reporting case outcomes regarding Committee decisions.13

34. NSIRA has been advised that the AMCC's secretariat review will be completed in 2022 and
the terms of reference will be updated shortly after.14 In response to NSIRA’s inquires about
risk analysis, GAC has advised that during the review period they created a new risk
assessment form and are developing a broader orientation guide with the goal of supporting
employees through the risk assessment and decision-making process.15 These issues are
further explored in section two of this report.

35. RCMP has noted internal shortcomings in regards to country assessments and the inability to
regularly update the reports. A framework has been provided to NSIRA on how the RCMP
intends to remedy these shortcomings in the future to better serve the Foreign Information
Risk Advisory Committee (FIRAC) process. 16

Reporting

36. Subsection 7(1) of the Act requires deputy heads to submit a report to the appropriate
Minister on the implementation of directions received under the Orders in Council during the
previous year. 17 The ACA stipulates that report submissions are required before March 01 of
each year.18

11 Public Safety Canada’s response to Request for Information #1: NSIRA’s Review of Departmental Implementation of the Avoiding
Complicity in Mistreatment by Foreign Entities Act for 2021 (2022-05), May 17, 2022.

12 Previously known as the Ministerial Direction Compliance Committee (MDCC).

13 Global Affairs Canada, Annual MDCC review of TORs final for AMCC review, Annual MDCC review of TORs final for AMCC review.pdf, p. 1.

14 Global Affairs Canada’s response to Request for Information #2: GAC responses to RFI No. 2 dated April 12, 2022 / NSIRA’s Review of
Departmental Implementation of the Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, p. 3.

15 |pid.

16 Royal Canadian Mounted Police’s response to Request for Information #4: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, RFI4_00_RCMP Response to RFI4_FPNS Input FINAL.pdf, p. 8. And,
Federal Policing, Foreign Information Risk Advisory Committee: One Year Review, Federal Policing Strategic Direction, August 30, 2019.
17 Deputy Head is as defined in Section 3 of the Act and interchanged in this report with “Deputy Minister.”

18 Avoiding Complicity in Mistreatment by Foreign Entities Act at Subsection 7(1).
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37. All twelve departments have fulfilled their obligations to report to their respective ministers.1°
The Communications Security Establishment (CSE), and TC did, however, submit their reports
shortly after the March 01 deadline.20

38. Subsection 7(2) of the Act also requires deputy heads make an unclassified version of the
report available to the public as soon as feasible after submission to the Minister.21 Reports
were made available in all of the twelve departments.

39. Section 8 of the Act requires the Minister to provide a copy of the report to the National
Security and Intelligence Committee of Parliamentarians (NSICoP), NSIRA and, if applicable,
the Civilian Review and Complaints Commission for the Royal Canadian Mounted Police
(CRCC).22

40. The table below captures a summary of both the departmental responses to the
implementation questions and NSIRA’s assessment regarding these responses. The
assessment was based on the associated details provided by departments in the context of
the specific information requested. If a specific requirement was not met, it has been flagged.
The relatively few instances of these were connected with departments not meeting certain
reporting obligations under the Act.

Summary Table 1.1 - Requirements under the Act

CBSA CRA CSE CSIS DFO DND FINTRAC GAC IRCC PS RCMP TC

Cases referred to the

deputy head? N N N N N N N N N N N N
Was a report submitted

to the Minister? Y Y Y Y Y Y Y Y Y Y Y Y
Was the report made

available to the public? Y Y Y Y Y Y Y Y Y Y Y Y

Did the Minister provide
a copy to NSICoP, NSIRA,
CRCC? Y Y Y Y Y Y Y Y Y Y Y Y

19 Canadian Border Services Canada (CBSA), Canadian Revenue Agency (CRA), Communications Security Establishment (CSE), Canadian
Security Intelligence Service (CSIS), Department of Fisheries and Oceans (DFO), Department of National Defence (DND), Financial
Transactions and Reports Analysis Centre of Canada (FINTRAC), Global Affairs Canada (GAC), Immigration Refugee Citizenship Canada
(IRCC), Public Safety Canada (PS), Royal Canadian Mounted Police (RCMP) and Transport Canada (TC).

20 CSE Submitted March 2, 2022, TC March 11, 2022.

21 Avoiding Complicity in Mistreatment by Foreign Entities Act at Subsection 7(2).

22 Avoiding Complicity in Mistreatment by Foreign Entities Act at Section 8.
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Case Triage and Escalation

Finding 2: NSIRA finds that from January 1, 2021, to December 31, 2021, no cases under the ACA
were escalated to deputy heads in any department.

41. All twelve departments indicated that they did not have any cases referred to the Deputy
Head level for determination. This is a requirement of the OiC in cases where officials are
unable to determine if the substantial risk can be mitigated. Therefore, all additional
reporting requirements associated with this level of decision were not applicable.

Summary Table 1.2 - Cases Escalated, by Level of Approval

CBSA CRA CSE CSIS DFO DND FINTRAC GAC IRCC PS RCMP TC
First Level. 236 Not
(Supervisor
ety Ohieh 0O 634 ", 78 O S 48 6 2 401 55 O
Second Level 176 Not
Third Level
(Director/DDG) - - 825 69 - - - - - - - -
Fourth Level
(DG/C ittee/ 26
Workinogc’;% u‘;j 0 63 1 81 0 7 48 0 0 0 55 0
Fifth Level
(ADM/A.C j 27
Coneysom™s 0 0 0 0 0 2 0 O 0O 0 5 0
Sixth Level
(Deputy Head) 0 0 0 0 0 0 0 0 0 0 0 o0

42. NSIRA notes that this is the third consecutive year where there have been no cases referred
to the deputy head level in any department.

43. Future reviews may be particularly attuned to the issue of case escalation and departmental
processes for decision-making, as one of the stated objectives of NSIRA’s review of ACA

23 CSE assess cases based on limited-risk (236) countries.
24 CSE assess cases based on low (176) risk countries.

25 CSE assess case based on Medium risk (8).

26 CSE assess case based on High risk (1).

27 CSE assess case based on Substantial risk (0).
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obligations is to ensure that the assessment of risk is escalated to appropriate level of
authority.

Implementation of Previous Recommendations

44. As part of this review, NSIRA requested information regarding the implementation of previous
recommendations. The following analysis is based on responses received from departments.

45. In the 2019 NSIRA Review of Departmental Frameworks for Avoiding Complicity in
Mistreatment by Foreign Entities (2019-06), NSIRA recommended that “the definition of
substantial risk should be codified in law or public direction.” NSIRA notes that some
departments have accounted for this gap by relying on the definition of substantial risk in the
2017 MDs. In light of the pending statutorily mandated review of The National Security Act,
2017 (Bill C-59)?8 and the centrality of the concept of substantial risk to the regime governing
the ACA, NSIRA reiterates its 2019 recommendation that the definition of substantial risk be
codified in law.

46. DND/CAF has advised NSIRA that as a result of its recommendation, the department has
included the definition of “substantial risk” within the Chief of Defence Intelligence Functional
Directive on DND/CAF Information Sharing Activities with Foreign Entities. However, it should
be noted that DND/CAF has also adopted additional definitions including its definition of
“foreseeable.” NSIRA has previously expressed its concerns in its 2019 detailed Annex of
DND/CAF application of the MD regarding the DND/CAF interpretation of foreseeability.?’
DND/CAF has also advised NSIRA that it leveraged the human rights assessment
methodology from other organizations to develop the methodology for DND/CAF’s profiles.
DND/CAF has also advised that it is actively participating with ACA-related interdepartmental
working groups to share its country’s human rights methodology, procedures, and
assessments, and raise concerns.*0

47. Of the twelve departments, CRA, CBSA, CSIS, DND/CAF, PS and TC have continued to adjust
frameworks and policies as a result of the findings and recommendations from previous
reviews of the ACA.3" While recommendations may not have been specific to individual

28 The The National Security Act, 2017 (C-59) Part 1.1 enacted the Avoiding Complicity in Mistreatment by Foreign Entities Act.

29 In 2019 review of NSIRA’s Review of the Departmental Frameworks for the Avoiding Complicity in Mistreatment by Foreign Entities Act
for 2019, NSIRA observed “...that while DND/CAF’s interpretation of foreseeability is multi-faceted, the requirement for there to be a causal
consequence between the information sharing with an entity and the potential mistreatment that could occur” runs the risk of narrowing
the definition of substantial risk, and therefore the application of the 2017 MD.”

30 Department of National Defence’s response to NSIRA’s Review of the Departmental Implementation of the Avoiding Complicity in
Mistreatment by Foreign Entities Act for 2021 - Request for Information 1 (Feb. 18, 2022).

31 During the factual accuracy stage of this report, CSIS informed NSIRA that they have internally disseminated a fact sheet in June 2021 to
its employees to further ensure compliance and understanding with ACA. Further to recommendation #4 of the NSIRA 2020 review, CSIS
clarified the internal policy wording associated to risk thresholds in April 2021. CSIS response to Factual Accuracy (Nov. 15, 2022). NSIRA
has not independently verified these documents.
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departments, many have advised that they have taken into them into consideration and
applied improvements more generally.

48. CRA for example in response to Recommendation #1 from NSIRA’s 2019 review (regarding
the importance of conducting periodic internal reviews), has reviewed its exchanges of
information procedures.®? As a result, CRA has implemented procedural changes where risk
assessments deemed to be of low-risk are now approved at the manager level, whereas
previously the minimum approval level was Director.23

49. CBSA has provisionally approved its ACA policy and is currently conducting an additional
review to ensure that the policy is operable across multiple program areas. CBSA has advised
that the policy includes guidance on the disclosure of information, the request for
information, and the use of information where there may be a substantial risk of
mistreatment of an individual. As part of the policy, the CBSA has incorporated procedures
and processes to assess risk and coordinate with its Senior Management Risk Assessment
Committee.?*

50. PS has also finalized its draft policy in response to NSIRA’s 2020 ACA review finding that it
did not finalize its policy frameworks in support of the Direction received under the ACA. PS
has noted that a policy was approved and came into effect on January 1, 2022. NSIRA has
been advised additional aspects of the policy are still being implemented, including the
development of risk assessment tools.

51. Finally, TC has advised NSIRA that it has taken stock of feedback on the implementation of
the ACA since initial promulgation of the Corporate Policy in August 2020. TC notes that its
corporate policy is under revision and seeks to clarify and strengthen key elements. TC has
advised that adjustments underway include refining language to further clarify roles,
responsibilities program-level requirements, and timelines associated with implementation.35
To this end, TC is providing more guidance on reporting format and content requirements for
program-level support to the annual reporting exercise.

52. At the program level, TC is reviewing the policy impact of changes (over the past year) to the
functional structure and roles associated with the Passenger Protect Program (PPP).3¢ To

32 NSIRA Recommendation #1: Departments should conduct periodic internal reviews of their policies and processes for sharing
information with foreign entities in order to identify gaps and areas in need of improvement.

33 Canada Revenue Agency’s response to NSIRA’s Review of the Departmental Implementation of the Avoiding Complicity in Mistreatment
by Foreign Entities Act for 2021 - Request for Information 1 (Feb. 18, 2022).

34 CBSA response to NSIRA’s Review of the Departmental Implementation of the Avoiding Complicity in Mistreatment by Foreign Entities Act
for 2021 - Request for Information 1 (Feb. 18, 2022).

35 Transport Canada’s response to NSIRA’s Review of the Departmental Implementation of the Avoiding Complicity in Mistreatment by
Foreign Entities Act for 2021 - Request for Information 1 (Feb. 18, 2022).

36 Public Safety Canada has advised: “The EPPP clarifies that the Minister of Public Safety determines who will be placed on the Secure Air
Travel Act (SATA) list. This means that despite ongoing membership in the Public Safety-chaired Passenger Protect Advisory Group (PPAG),
Transport Canada is no longer making nominations for inclusion on the list and is not a decision-making member within the EPPP
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date, the PPP is the only program activity that TC has identified where risks associated with
the ACA may be present. The PPP is currently transitioning to an enhanced framework, which
is expected to be fully implemented prior to March 2023.37

53. NSIRA maintains its previous recommendation that departments identify a means to
establish unified and standardized country and entity risk assessment tools to support a
consistent approach by departments when interacting with Foreign Entities of concern under
the ACA.

6. Royal Canadian Mounted Police

54. The ACA review for 2021 is NSIRA’s second full year assessment of the implementation of the
Act. As discussed in the background to this review, NSIRA has complemented the knowledge
gained through its annual review of the ACA with an in-depth analysis of the implementation
of the Directions. The in-depth analysis highlights to departments some best practices within
the Government of Canada as well as some potential issues in the adopted frameworks. This
year, the RCMP and GAC were selected. As one of the “original” departments subject to the
2011 Ministerial Direction, the RCMP has had over a decade to develop, implement, and
adjust its framework. GAC was selected because it was issued a Ministerial Directive in 2017
and due to its role as a primary developer of human rights reports.

Implementation of the ACA

Finding 3: NSIRA finds that the RCMP has a robust framework in place for the triage of cases
pertaining to the ACA.

55.In 2011, the RCMP was issued the Ministerial Direction on Information Sharing with Foreign
Entities. However the issued MD only applied to information sharing in national security
matters. In response to the 2011 MD, the RCMP created the Foreign Information Risk
Analysis Committee (FIRAC), the Committee was renamed the Foreign Information Risk
Advisory Committee following the issuance of the 2017 MD.

framework. Under the EPPP, Transport Canada is no longer sharing the list with air carriers. This is reducing the number of carriers
currently receiving the SATA list, and by March 23, 2023, no foreign air carriers will receive it. Assessment of the impact of these changes
on program-level implementation of the ACA within TC AVSEC is ongoing and expected to be completed prior to or during fall 2022.” Public
Safety’s response to NSIRA’s Review of the Departmental Implementation of the Avoiding Complicity in Mistreatment by Foreign Entities Act
for 2021 - Request for Information 1 (Feb. 18, 2022).

37 Transport Canada’s response to NSIRA’s Review of the Departmental Implementation of the Avoiding Complicity in Mistreatment by
Foreign Entities Act for 2021 - Request for Information 1 (Feb. 18, 2022).
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56. The 2017 MD’s scope was broadened to include all units and personnel of the RCMP, and
FIRAC was expanded accordingly. The enactment of the ACA imposed the requirement of the
Orders in Council directions to the Commissioner. The operational requirements between
2017 and 2019 remained the same. The RCMP’s Implementation of the ACA is composed of
three key mechanisms, FIRAC, Law Enforcement Assessment Group (LEAG), and Annual
Reporting.

57. FIRAC is an advisory body to senior management, tasked with providing RCMP personnel with
a mechanism to review information exchanges where there may be a substantial risk of
mistreatment.®® FIRAC is a central part of the determination making mechanism for cases
with ACA considerations. The committee examines the operational context of each request,
the application of risk-mitigation strategies, and the strength of assurances and makes
recommendations to the responsible Assistant Commissioner.2°

58. It is important to note that the Terms of Reference for FIRAC were updated in December
2021, this is after the conclusion of the last FIRAC meeting on the case study discussed
below. The previous Terms of Reference which were drafted following the issuance of the
2017 MD stated that “in case of information sharing where there is a clear operational need
to proceed, but a substantial risk of mistreatment, the decision will be referred to the
Commissioner for final approval, as per the MD and Operational policy”.*® The revised Terms
of Reference identifies that the Assistant Commissioner, or Executive Director is responsible
for deciding whether the substantial risk of mistreatment can be mitigated. The Terms of
Reference now clearly stipulates that the Assistant Commissioner, or the Executive Director
as the sole decision maker, and that FIRAC fulfills an advisory function.#’ NSIRA cautions
that this apparent or perceived delegation of the final decision to the Assistant Commissioner
risks non-compliance with the purpose and object of the Act and the OiC.

59. The Committee is comprised of two rotating chairs and a number of members from various
divisions within the RCMP. As a result of an internal review, the RCMP have adjusted
membership of FIRAC to ensure that co-chairs were not making determinations on cases from
their respective units, with the intention of removing situations where a real or apparent
conflict of interest could arise.42

38 | SU Review of ACMFEA Training Course, p. 9.

39 Final FIRAC ToR - Jan 2022, p. 1.

40 RCMP ToR provided to NSIRA for the 2019 Avoiding Complicity in Mistreatment by Foreign Entities review.

41 Briefing Session to NSIRA, The RCMP’s Implementation of Avoiding Complicity in Mistreatment by Foreign Entities Act (ACMFEA),
National Security External Review and Compliance and Internal Special Services, September 12, 2022. And, RCMP response to Factual
Accuracy (Nov. 16, 2022).

42 Briefing Session to NSIRA, The RCMP’s Implementation of Avoiding Complicity in Mistreatment by Foreign Entities Act (ACMFEA),
National Security External Review and Compliance and Internal Special Services, September 12, 2022.
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60. FIRAC meets bi-monthly or on an as-needed basis when urgent, time sensitive cases arise. All
recommendations made by the committee are non-binding. NSIRA has also observed that the
addition of Committee members is planned for April 2022.

61. Over the last year, the RCMP have made efforts to improve their framework and have created
tools to aid personnel in engaging with FIRAC. They have established a FIRAC Coordination
Unit, which is responsible for conducting consultations with personnel in order to help triage
potential cases and determine the appropriate level of FIRAC engagement. The RCMP have
also developed a suite of tools outlining definitions and thresholds, mitigation strategies and
FIRAC requirements.*®

62. The FIRAC Coordination Unit works with RCMP staff, and members to assist with the risk
assessment process and determine if a FIRAC evaluation is required.44 The Coordination
Unit’s roles and responsibilities have been adjusted with the stated goal of providing
guidance and support to members to strengthen case submissions. The intent of the Unit is
to improve upon record keeping, identify internal strategic level issues, engage with external
federal partners on cross-cutting issues to enhance processes and practices, and to share
outcomes of case-specific FIRAC meetings with LEAG to inform updates on foreign entity
assessments.45

63. The RCMP is also in the final stages of updating its operational manual with the goal of
supporting the Direction’s consistent application across the RCMP. This update is intended to
clarify roles and responsibilities, as well as thresholds and triggers that require an
information exchange to be reviewed by FIRAC.46

64. As will be addressed later in this report, the 2019 OiC includes a requirement for the case to
be referred to the RCMP Commissioner for determination, where officials are unable to
determine whether the risk of sharing information can be mitigated. 4’ Additionally, pursuant
to section 3(1)c of the OiC, the RCMP Commissioner must report and disclose any
information considered in making the determination or decision to NSIRA, the Civilian Review
and Complaints Commission for the RCMP (CRCC), and the National Security and Intelligence
Committee of Parliamentarians (NSICoP) in a timely manner, if certain information that was

43 Royal Canadian Mounted Police’s response to Request for Information #4: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, RCMP Response to RFI 4 - RFI4_00_RCMP Response to RFI4_FPNS
Input FINAL, p. 2.

44 Royal Canadian Mounted Police’s response to Request for Information #4: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, RCMP response to RFI 4 - RFI4_00_RCMP Response to RFI4_FPNS
Input FINAL, p. 2.

45 Update on FIRAC Coordination Unit efforts to support ACMFEA Implementation -Meeting held on December 8, 2021, RCMP -FEDERAL
POLICING NATIONAL SECURITY EXTERNAL REVIEWS AND COMPLIANCE (NSERC) Presentation to FIRAC Dec08_2021 _final, p.2.

46 RCMP Response to RFI 2 - RFI_00 RCMP Response to RFI 2, p. 2. And RCMP Response to RFI 4 - RFI4_00_RCMP Response to
RFI4_FPNS Input FINAL, p. 2.

47 Orders in Council - P.C. 2019-1303, September 4, 2019, at section 1(2).
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likely obtained through the mistreatment of an individual by a foreign entity was used, in
order to prevent loss of life, or significant personal injury.*®

65. The LEAG is responsible for developing country assessment profiles and maintaining the
Integrated Collaborative Environment portal, where the information is stored and accessed by
officers as needed. NSIRA was informed that during the last few years, the LEAG team has
been severely underfunded and under-resourced, resulting in country profiles that are out of
date with a third of countries having no assessment report whatsoever.*

66. An annual report detailing the implementation of the Act and any cases brought to the
Commissioner for determination must be sent to the Minister of Public Safety, NSIRA, NSICoP
and the CRCC. The RCMP must also disclose any information considered in the making of a
determination or decision.* For full description of the RCMP’s process please see Annex A:
Departmental Frameworks.

67. The RCMP continues to improve upon FIRAC process. Recently, the RCMP has made strides
to enhance products used to assess whether proposed information exchanges carry a
substantial risk of mistreatment that require FIRAC assessments. These improvements
include visual tools outlining the decision-making process, key definitions, mitigation
strategies, and triggers for a FIRAC evaluation.

68. RCMP continues to make considerable progress on updating resources on the designated
SharePoint site, the ACA training module, and policy in the RCMP operational manual. While
these initiatives are still in progress, NSIRA commends the RCMP’s initiative in conducting an
internal review of FIRAC, and making efforts to address identified shortcomings.

Information Sharing Framework and Risk Analysis

Finding 4: NSIRA finds that the RCMP’s FIRAC risk assessments include objectives external to the
requirements of the Orders in Council, such as the risk of not exchanging information.

Finding 5: NSIRA finds that the RCMP use of a two-part risk assessment, that of the country profile
and that of the individual to determine if there is a substantial risk, including the particular
circumstances of the individual in question within the risk assessment, is a best practice.

48 Orders in Council - P.C. 2019-1303, September 4, 2019, at section 4(1). And Federal Policing, Foreign Information Risk Advisory
Committee: One Year Review, Federal Policing Strategic Direction, August 30, 2019, p 1-17

49 The RCMP has informed NSIRA that they plan to increase staff in the Law Enforcement Assessment Group (LEAG) from one and a half
(1.5) Full Time Employees (FTE) to four (4) FTEs. Briefing Session to NSIRA, The RCMP’s Implementation of Avoiding Complicity in
Mistreatment by Foreign Entities Act (ACMFEA), National Security External Review and Compliance and Internal Special Services,
September 12, 2022.

50 Orders in Council - P.C. 2019-1303, September 4, 2019, at section 4(1).

51 Federal Policing, Foreign Information Risk Advisory Committee: One Year Review, Federal Policing Strategic Direction, August 30, 2019,
p. 1-17.
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The RCMP’s information sharing framework as it relates to ACA is predicated on managing
risk. While this is largely dependent on the use of assurances and caveats, investigators rely
on the Liaison Officers/Analysts Deployed Overseas (LOs/ADOs) assessment of the particular
country or foreign entity in question. LOs/ADOs as part of their role, are expected to provide
up-to-date information on current country and entity reports, relationships established with
specific entities, and the RCMP’s history as it relates to information sharing and current
human rights records. Investigators use this information to help inform a mitigation measure
applied to a proposed information request, and/or disclosure.

In making assessments and providing recommendations to the Assistant Commissioner,
FIRAC considers the specifics of the case included in the initial risk assessment (included in
the FIRAC submission), the LEAG country assessment, as well as input from the Liaison
Officers/Analysts Deployed Overseas (LO/ADO). A Record of Decision is completed after each
meeting and highlights the history of sharing with the entities, the risks and mitigation
measures discussed, and the final recommendation of the Committee. Based on the
information provided in the Record of Decision and the recommendation of the committee,
the Assistant Commissioner will then make a determination.5?

While the RCMP has not formalized a Gender Based Analysis within their ACA risk-related
assessments, NSIRA notes that considerations applied in the RCMP’s country risk
assessments identify vulnerable groups at risk of mistreatment under the “Human Rights
Concerns for Specific Groups.” Individuals identified as at risk in a country/entity designated
as medium risk would require a FIRAC assessment prior to any information exchanges.

NSIRA sampled twenty instances where FIRAC was convened. However, there were a number
of cases where multiple FIRAC meetings pertained to the same case.>® For example, -
I  hch is examined in closer
detail as part of the NSIRA’s sample file review, had three separate FIRAC meetings. The
twenty FIRAC instances in the selected sample amount to sixteen individual cases. Requests
made by NSIRA used the FIRAC nomenclature, and the RCMP fulfilled requests based on
what was requested in the Requests for Information. The result was that NSIRA was only able
to view case file information where the case was a touch point within the FIRAC process; the
full operational case files were not provided.

52 Royal Canadian Mounted Police’s response to Request for Information #2: NSIRA’s Review of Departmental Implementation of the

Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, RFI_00 RCMP Response to RFI 2, p. 4.

o1
%)
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73. NSIRA recognizes that the RCMP fulfilled its obligation when responding to our request for
information. However, when it became clear that NSIRA had not obtained the entirety of the
case, including the investigative file, significant time constraints prevented NSIRA from
obtaining and considering the additional information in this review.

Outbound Information Sharing

74. NSIRA observed that in at least 35 percent of FIRAC cases sampled, the RCMP factored the
potential for the negative impact of not sharing in their assessment. FIRAC's assessment
considers the risk of not sharing outbound information with a particular emphasis on
maintaining, developing, or preserving a relationship with an information-sharing partner.
Furthermore, the RCMP informed NSIRA that they will also consider the potential public risk
to security of not sharing the information.> NSIRA understands that the reliability of
assurances and caveats depend crucially on the circumstances and the context of a
particular case, but would strongly encourage the RCMP to base its rationale for sharing
information primarily on the risk to the individual. NSIRA notes that the risk assessment and
mitigating strategies (to minimize risk) are the primary tools to be used when assessing
whether information is to be shared. The ACA and issued Orders in Council do not permit the
weighing of external considerations such as relationship damage associated with not sharing
information and public safety against the risk to the individual.

Mitigation and Assurance Measures

Finding 6: NSIRA finds that the RCMP does not have a centralized system of documenting
assurances and does not regularly monitor and update the assessment of the reliability of
assurances.

75. The RCMP advised NSIRA that any assurances or caveats that have or have not been
adhered to in relation to information sharing with foreign entities are recorded within the
investigative case file. The RCMP further explained that information is shared on a case-by-
case basis by means of either the Liaison Officer responsible, or INTERPOL channels.

76. Liaison Officers/Analysts Deployed Overseas (LOs/ADOs) are required to record their
interaction in their notes which would be included within the operational investigative file. The

54

And Briefing Session to NSIRA, The RCMP’s Implementation of
Avoiding Complicity in Mistreatment by Foreign Entities Act (ACMFEA), National Security External Review and Compliance and Internal
Special Services, September 12, 2022.

NSIRA // Review 2022-05 20



77.

78.

79.

SEERET

RCMP has advised NSIRA these notes are where any violations of assurances or caveats
would be recorded. °°

The RCMP explained that it relies on its overseas network to monitor the reliability of
assurances and caveats, and that personnel meet regularly with law enforcement partners
and foreign allied LOs. The RCMP further noted any indication of a deterioration in human
rights within a country or specific report on mistreatment of an individual would be discussed
and captured within the RCMP (operational) case file, and ultimately documented in the
RCMP’s FIRAC risk assessment form. 5

As noted above, due to time constraints, NSIRA obtained information on FIRAC meetings and
the supporting documents, and did not have an opportunity to review the RCMP’s operational
case files. When NSIRA asked to provide rationales used to assess the reliability of
assurances and caveats for the selected sample, NSIRA was referred back to the FIRAC risk
assessment form (also known as Form 6517), and provided with the following:

The footnote highlights a number of case files. General and Supplementary
reports on these files were reviewed in the preparation of this response. No
concerns with respect to assurances were documented and only one instance
with respect to caveats was identified. In this regard, || EGcNENzIE
documents one instance wherein a partner agency had not adhered to a
caveat’s requirement to coordinate actions - no allegation of mistreatment
was documented on the file. The issue was raised with the partner agency and
addressed.®”

NSIRA notes that while the ||| | | | S JEEEEEE 25 in relation to a company operating in the

I it ess information was sought from the ||
I < LEAG Country Risk Assessment for || Il designated as medium

risk, does cite an issue specific to the sharing of information and the use of caveats, but has
not been updated since August 2018.58 The RCMP has advised that:

55 Royal Canadian Mounted Police’s response to Request for Information #4: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, RCMP Response to RFI 4 - RFI4_RCMP Response 2022_07_26, p. 2.
56 |pid.
57 |pid.
58 Royal Canadian Mounted Police’s response to Request for Information #4: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021,
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While the LEAG country assessment has not yet been updated, the LO would
be expected to raise this issue in any future consultations with various
investigative teams seeking to share with this entity.

80. NSIRA stresses the importance of the post-monitoring of assurances and caveats. NSIRA has
observed that the issuance of an assurance, and/or caveat may sometimes rely on
assurances provided by a specific official (within the foreign entity/country). Absent
appropriate documentation, this may be problematic due to the fact that movement within
positions is to be expected and assurances can no longer be valid if the individual has moved
out of the position. Assurances must be followed up on and renewed to ensure they are being
followed in the event of employee turnover.

81. Furthermore, there is no centralized process for the documentation of assurances. Rather,
some documentation that is occasionally noted on specific investigative files may be
problematic in situations where LOs/ADOs are rotational. If the investigative file is closed, the
new LOs/ADOs to the post may not be aware of situations where assurances have not been
respected.

Recommendation 1: NSIRA recommends that the RCMP establish a centralized system
to track caveats and assurances provided by foreign entities and where possible to
monitor and document whether said caveats and assurances were respected.

Country and Entity Profiles

Finding 7: NSIRA finds that the RCMP does not regularly update, or have a schedule to update its
Country and Entity Assessments. In many cases these assessments are more than four years old
and are heavily dependent on an aggregation of open source reporting.

Finding 8: NSIRA finds that information collected through the Liaison Officer in the course of an
operation is not centrally documented such that it can inform future assessments.

82.In 2019, the RCMP conducted an internal review of its information sharing framework
including LEAG and FIRAC. Based on this review, NSIRA recommended in 2019, that
departments adopt internal reviews of their policies and processes as a best practice.®® While

59 Royal Canadian Mounted Police’s response to Factual Accuracy (Nov. 16, 2022).
60 ACA review 2019-06: “Departments should conduct periodic internal reviews of their policies and processes for sharing information with
foreign entities in order to identify gaps and areas in need of improvement.” (p.13)
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it is not the intention to cover items already identified in the (internal) review, NSIRA notes
that three years have elapsed and the issues associated to country and entity assessments
still remain.

83. Of the 90 assessments, the RCMP is currently using to base its risk assessments, 87 percent
have not been updated since 2018, and the remaining thirteen percent have not been
updated since 2019. Over the course of 2021, the RCMP did not update any of its country

orofiles. NSIRA has been advised that in 2022,
B - citc funding constraints as a key challenge.®’

84. A key finding of the RCMP’s internal review relates composition of the profiles themselves, in
that they: “do not sufficiently reflect the RCMP’s operational experience.”®? The review states
that: “LEAG country and entity risk profiles are predominately based on open source
information rather than input from operational units...”% The RCMP through the course of the
review emphasized the role and importance to the Liaison Officer during the FIRAC process,®*
suggesting that the Liaison Officer is positioned to offset any shortcoming with the country
and entity profiles. NSIRA notes the internal review highlights some of the challenges faced
by the Liaison Officers, referring to the added responsibilities of the LEAG and the FIRAC
processes as adversely affecting their ability to preform their regular duties.®®

85. NSIRA notes the RCMP’s ongoing efforts at improving its post-monitoring efforts. NSIRA looks
forward to reviewing the progress made over the next year on the measures taken on
updating the RCMP’s country profiles, and inclusion of post-monitoring of automating media
monitoring and information sharing tracking mechanism with INTERPOL Ottawa.%®

61

62 Royal Canadian Mounted Police’s response to Request for Information #4: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, Federal Policing, Foreign Information Risk Advisory Committee: One
Year Review, Federal Policing Strategic Direction, August 30, 2019, p 1-17.

63 Royal Canadian Mounted Police’s response to Request for Information #4: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, Federal Policing, Foreign Information Risk Advisory Committee: One
Year Review, Federal Policing Strategic Direction, August 30, 2019, p. 7.

64 Briefing Session to NSIRA, The RCMP’s Implementation of Avoiding Complicity in Mistreatment by Foreign Entities Act (ACMFEA),
National Security External Review and Compliance and Internal Special Services, September 12, 2022. And RCMP Response to RFI 4 -
RF14_RCMP Response 2022_07_26, p. 6.

65 “_.Liaison Officers and Analysts Deployed Overseas are now expected to: validate and contribute to LEAG profiles; seek and document
assurances from foreign entities to bolster the RCMP’s ability to mitigate risk; ensure that RCMP personnel have adhered to the MD, prior
to facilitating an information exchange with a foreign entity; and, educate personnel about their responsibilities under the MD. These new
responsibilities have adversely impacted their ability to perform their regular duties. For example, to date, the Liaison Officer and Analyst
Deployed Overseas in-have processed thirty requests for the FIRAC’s review. This resulted in over 100 hours of additional work, and
negatively impacted their ability to engage with foreign partners, and develop relationships that could ultimately mitigate potential risks of
mistreatment.” Federal Policing, Foreign Information Risk Advisory Committee: One Year Review, Federal Policing Strategic Direction,
August 30, 2019, p. 11.

66 Royal Canadian Mounted Police’s response to Request for Information #4: NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021, RFI4_RCMP Response 2022_07_26, p. 2.
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6. | < RoVP sought approval to interview a I

I The RCMP sought to I interview I
in order to assess the current risk or threat |l to Canada and Canadian

citizen:, |

I (e RCMP has advised that a “...successful interview
could advance the investigation |GGG -0 d significantly
improve the ability to identify the threat and risk || N NN (-
I sccurity.”©°

88. Additionally, the RCMP believed that “engagement with | 2y /cad to
I nformation and evidence I

ees |

69 Royal Canadian Mounted Police’s response to Factual Accuracy (Nov. 16, 2022).
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The RCMP’s internal Country profile classifies | I s 2 High-Risk Profile (RED).72
The profile notes serious documented allegations of human rights abuses |G
I (ut not limited to) torture N
suspects routinely subjected to unfair trials. The RCMP had concerns that “If | NN
|

[ Cou/d face torture
and mistreatment | I . As per policy, the case was escalated to the Foreign
Information Risk Advisory Committee (FIRAC).

a) FIRAC

91.

92.

93.

I (hc FIRAC convened and discussed the request to interview IR

Committee found that there are substantial risks of mistreatment for I that there
are currently no measures in place that could effectively mitigate the identified risks.”# FIRAC

notecl |
-

FIRAC did however also note, “that efforts should be made to better position possible future
interviews.”75 They noted that | SN ou'd “allow the RCMP to monitor the

outcomes and assurances of discussions at a strategic leve! IR

Accordingly, FIRAC recommended that the RCMP “engage in discussion | N
N, O the
N, o otential for
|
I T he Assistant
Commissioner for [ - oproved this

recommendation.

72 Foreign Information Sharing Assessment of Risk: GGG
73 Qutline of Investigative Requirements and Operational Context: Foreign Information Risk Advisory Committee. | N

74 Foreign Information Risk Advisory Committee, Record of Decision and Approval, I

5 Ibid.
76 Ibid.
7 Ibid.
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94. In response to the FIRAC recommendation, senior RCMP IIIIEEEEGEGEGEGEGENENENENENENENENEEENEENENN

9. |

96. Based on I thc investigative team sought FIRAC's recommendation to allow

I urther discussions I in order to have the RCMP I
I interview with [ and seek assurances GGG

b) I

o7. I (< FIRAC convened I to consider the request to engage
and exchange information |, (O
interview I to seek assurances I

I The request was approved by FIRAC, if certain mitigation measures and assurances

be received, | IS

1

Events of I

98. I CVP I cngaged the I
A, (e
RCMP I here is o I (hcy would be interested in
interviewing |

78 Royal Canadian Mounted Police’s response to Factual Accuracy (Nov. 16, 2022).

79 Qutline of Investigative Requirements and Operational Context, Foreign Information Risk Advisory Committee, I
|

80 Royal Canadian Mounted Police’s response to Factual Accuracy (Nov. 16, 2022).

81Qutline of Investigative Requirements and Operational Context, Foreign Information Risk Advisory Committee, | N
|
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100.

101. The RCMP I cscalated the request to interview |l to FIRAC with
additional mitigation measures.

|

102.

103. FIRAC convened a meeting to discuss the request to share the personal information

82 NSIRA has concerns with the nature of information that was communicated in this meeting and the subsequent reliance on that
information, However, this issue was not explored further absent the investigative file and a meeting with I

=2 |
' /\nd, Royal Canadian Mounted Police’s response to
Factual Accuracy (Nov. 16, 2022).

85 |pid.

86 |pid.

87 Qutline of Investigative Requirements and Operational Context, Foreign Information Risk Advisory Committee, | NI
|
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104. The Committee concluded that there is a substantial risk of mistreatment I
should the information be shared and that said risk cannot be mitigated by caveats and
assurances.88 Accordingly, the Committee recommended that the information not be
exchanged. This recommendation was based on the following concerns:

1.

2. The existence of a significant risk of mistreatment that could not be mitigated
|

Inability to guarantee I

Safety concerns based on information that may be derived from the interview;
|
|

Assurances were deemed insufficient to mitigate the risk, | ENENEGNG<G<GgdGEE
I (0 allow for an assessment of the confidence in the

assurance.8®

N o ok w

105. FIRAC recommended I <xplore additional options to reduce the potential risk
of mistreatment and then return to the committee for reconsideration. Among these options,

the Committee suggested I
|

106. I (hc Assistant Commissioner I rejected FIRAC's
recommendation and allowed the sharing of information. He based his decision on the
following:

1) | e
RCMP should consider the consequences of not sharing |l as this would
be detrimental for the relationship stating that “engagement | NN i
give insight and influence”;

2) I
|

88 Foreign Information Risk Advisory Committee, Record of Decision and Approval, in the Roundtable discussion section, I
|

89 Foreign Information Risk Advisory Committee, Record of Decision and Approval, in the Roundtable discussion section, I
|

0 |bid.
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3) The importance of the RCMP maintaining a strong relationship | N

107. The Assistant Commissioner then concludes, “failure to share presents risk that

cannot be managed NG //ihough influence is not guaranteed, |
believe it is the better choice.”2

108. A subsequent email by the Assistant Commissioner I
outlined additional considerations that factored into the decision to reject FIRAC’s
recommendations. These considerations focused on the risk of not sharing the information.
The additional information included operational and strategic considerations. | EENEGE

I The Assistant Commissioner stated that lack of engagement [l

Strategically, the Assistant Commissioner noted the risk to relationship should the
information not be shared, noting that “failure to follow through | NN - ¢
associated mitigation efforts articulated below will likely have a negative impact on the

I rc/ationship I

109. The Assistant Commissioner’s reasoning goes on to include a “necessity” analysis
regarding the challenges | I thc importance of the information from the
interview, and the importance of the relationship | ]l Of note, the Assistant
Commissioner notes that | I 2 strong relationship G il aid in
plans to mitigate the greater risk while also managing the risk that exists today for the
Canadian |l The Assistant Commissioner also concludes his email by stressing that it is
his belief that sharing the information is required to reduce the risk of mistreatment ||}
I it lack of involvement will lead to greater risk. °¢

91 Foreign Information Risk Advisory Committee, Record of Decision and Approval, Handwritten notes from Assistant-Commissioner |l

|
92 |pid.

93 Royal Canadian Mounted Police’s response to Factual Accuracy (Nov. 16, 2022).

94 Email from Assistant Commissioner I
9 Ipid.

96 Royal Canadian Mounted Police’s response to Factual Accuracy (Nov. 16, 2022).
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Analysis

Finding 9: NSIRA finds that FIRAC members concluded that the information sharing would resultin a
substantial risk of mistreatment that could not be mitigated. The Assistant Commissioner determined
that it may be mitigated. This amounts to a disagreement between officials or a situation where
“officials are unable to determine whether the risk can be mitigated.”

110. The ACA and issued OIC place an absolute prohibition on the sharing of information
where there is a substantial risk of mistreatment of an individual. Unless “officials determine
that the risk can be mitigated, such as through the use of caveats or assurances and
appropriate measures are taken to mitigate the risk”,°7 the information cannot be disclosed.
Section 1(2) of the OICs further stipulate, “that where officials are unable to determine
whether the risk can be mitigated, the Commissioner must ensure that the matter is referred
to the Commissioner for determination.”o8

111. The Assistant Commissioner’s decision to share the information contrary to FIRAC’s
recommendation, cites section 1(2) of the OIC and concludes that since the FIRAC is
responsible for making a recommendation to the Assistant Commissioner then the Assistant
Commissioner is the final decision maker. The Assistant Commissioner “made the decision
that the risk can be mitigated.”® The Assistant Commissioner did not consider that making
the final decision in this instance ran contrary to the process set out in the FIRAC Terms of
Reference, and contrary to the 0ICs.'® The OICs are clear, where officials are unable to
determine whether the risk can be mitigated the matter must be referred to the
Commissioner...”101 Accordingly, pursuant to section 1(2) of the OIC, NSIRA notes that this
case should have been elevated to the Commissioner for determination.%?

97 Orders in Council 2019-1303: Directions for Avoiding Complicity in Mistreatment by Foreign Entities (Commissioner of the Royal Mounted
Police) at section 1(1).
9 |bid.
99 Email from Assistant Commissioner I
100 “/n cases of information sharing where there is a clear need to proceed, but a substantial risk of mistreatment, the decision will be
referred to the Commissioner for final approval, as per the MD and Operational Policy. The Commissioner must inform the Minister and the
relevant review bodies of cases that required approval as soon as it is feasible”, Terms of Reference: Foreign Information Risk Advisory
Committee, INNING
101 QOrders in Council 2019-1303: Directions for Avoiding Complicity in Mistreatment by Foreign Entities (Commissioner of the Royal
Mounted Police) at section 1(2).
102 At the factual accuracy stage of this review, the RCMP informed NSIRA that ‘| . - ccting took
place IIIINEGEGE Hctween the Assistant Commissioner, Deputy Commissioner Federal Policing, and the Commissioner of the
RCMP. During this meeting, the Assistant Commissioner informed the Deputy Commissioner and Commissioner of the FIRAC process and

. The Assistant Commissioner also informed the Commissioner of the OiC and Directions, and provided his opinion
that it is within his authority to make a decision with respect to this matter. Both the Deputy Commissioner and Commissioner concurred,
and determined that escalation to the Commissioner in this case, was not required.” NSIRA was not able to verify any information regarding

this meeting absent supporting documentation. Furthermore, NSIRA notes I
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Finding 10: NSIRA finds that the Assistant Commissioner’s rationale for rejecting FIRAC's
advice did not adequately address concerns consistent with the provisions of the Orders in
Council. In particular, NSIRA finds that the Assistant Commissioner erroneously considered
the importance of the potential future strategic relationship with a foreign entity in the
assessment of potential risk of mistreatment of the individual.

112.

113. A number of assumptions characterize the justifications by the Assistant
Commissioner to share the requested information.

114.
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I | further dismisses the RCMP's own
reporting | -'RAC's record of decision which notes, I

I T he Assistant Commissioner accordingly disregards the

1osg-mail from | o I it/ [N
104 pjd.

105 Email from Assistant Commissioner I
106 Foreign Information Risk Advisory Committee, Record of Decision and Approval, in the Brief Operational Synopsis section, | I
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Additionally the decision does not consider the fact that |IEEE— S

w
-

NSIRA // Review 2022-05



SEERET

possibility that | 8

117. The Assistant Commissioner does not address FIRAC's concerns for |

I the insufficiency of mitigation measures. Rather the Assistant
Commissioner concludes I <reater risk should the information not be shared- but
does not explain why or how so? Nor does the Assistant Commissioner address FIRAC’s

concerns regarding | IEEEEEE—S——

118. Additionally, the Assistant Commissioner’s decision considered and emphasized the
importance of the relationship between the RCMP |l \While FIRAC expressed
concern |
N oSS urances would
be respected. The Assistant Commissioner’s reasoning focuses on the importance of

I that relationship [

119. As mentioned earlier, according to the RCMP:

107 Email from Assistant Commissioner I
108 Foreign Information Risk Advisory Committee, Record of Decision and Approval, I

109 Supra, note 95.
110 Foreign Information Risk Advisory Committee, Record of Decision and Approval, Handwritten notes from Assistant-Commissioner Il

I . 2nd Email from Assistant Commissioner I
]
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“...while the ACA and OiC may not speak to external considerations, it does
not prohibit strategic considerations as part of the totality of the analysis,
rather than against the risk to the individual, including whether strategic
partnerships may act as a mitigation measure. It is important to note that the
ACA and 0iC do not supersede our obligations under the RCMP Act.”""’

The RCMP further noted that:

“...As such, any action or inaction could result in unwanted consequences,
and to include them as a consideration to demonstrate due diligence, and
that all aspects of an activity is considered is prudent. Strategic
relationships, or more importantly, in this case, actions that jeopardize the
strategic relationship, can lead to harm. The A/C clearly stated that.”"?

120. NSIRA notes that the assessment of mistreatment must be limited to whether the
disclosure would result in a substantial risk of mistreatment to the individual and whether
said risk may be mitigated. NSIRA strongly cautions against the use of additional
considerations such as strategic relationships in the assessment of substantial risk.

121. It should be noted that the Assistant Commissioner did provide additional mitigation
measures for consideration. However, those measures were all premised on |G
e, The
measures did not require that the assurances and the FIRAC suggested mitigation measures
be adopted as a prerequisite to the information sharing.

Recommendation 2: NSIRA recommends that in cases where the RCMP Assistant
Commissioner disagrees with FIRAC’s recommendation not to share the information,
the case be automatically referred to the Commissioner.

Recommendation 3: NSIRA recommends that the assessment of substantial risk be
limited to the provisions of the Orders in Council - namely the substantial risk of
mistreatment and whether the risk may be mitigated - and external objectives such as
fostering strategic relationships should not factor into this decision-making.

111 Royal Canadian Mounted Police’s response to Factual Accuracy (Nov. 16, 2022).

112 Royal Canadian Mounted Police’s response to Factual Accuracy (Nov. 16, 2022).
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122. Finally, in the case at hand the Assistant Commissioner responsible for approving the
FIRAC recommendations was the same Assistant Commissioner supervising the business line
of the case. In 2019 NSIRA recommended that “departments should ensure that in cases
where the risk of mistreatment approaches the threshold of “substantial”’, decisions are
made independently of operational personnel directly invested in the outcome.” As
discussed in paragraph 61 above, in 2021 the RCMP adjusted its FIRAC process such that
there are co-chairs for the FIRAC. Adding an additional Chair (co-chairs) was to ensure that
the Chair overseeing a specific FIRAC is not the one responsible for business line where the
case originated. The case at hand demonstrates the need to emulate that structure at the
senior level in order to maintain independent decision-making and ensure that the case focus
is on the substantial risk of mistreatment to the individual rather than additional strategic
considerations.

Recommendation 4: NSIRA recommends that FIRAC recommendations are referred to
an Assistant Commissioner who is not responsible for the branch from which the case
originates.

7. Global Affairs Canada

123. During the course of the review period from January 1, 2021, to December 31, 2021,
six cases reported to having been referred to the Intelligence Policy and Programs Division
(INPL) for further assessment.”'3 In the cases that were provided to NSIRA all were specific to
Mission security, where Missions were dependent on local authorities to assist in situations
where there was a potential threat to staff at the embassy or consulate. When asked about
the low humber of cases, GAC advised NSIRA that sharing personal identifying information
with foreign entities was very rare in an ACA context.’™*

113 Mission staff identified a substantial risk of mistreatment in the AMMAN - 2021, ATHNS - 2021, BERUT- 2021, HANOI- 2021, PRGUE-
2021, SYDNY- 2021 “cases” and were escalated to Intelligence Policy and Programs Division to review and provide guidance.

114 Global Affairs Canada, ACMFEA Briefing to NSIRA, Intelligence Policy and Programs Division (INPL), Global Affairs Canada, August 29,
2022.
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Implementation of the ACA

Finding 11: NSIRA finds that GAC is now strongly dependent on operational staff and Heads of
Mission for decision-making and accountability under the ACA.

124, On December 14, 2017, GAC was issued Ministerial Direction on Avoiding Complicity
in Mistreatment by Foreign Entities (2017 MD). GAC had not received the Ministerial
Direction on Information Sharing with Foreign entities (the 2011 MD) that was issued to a
number of other departments.

125. The department manages a global network of over 175 missions in 110 countries,
employing approximately 12,000 staff with an operating with a budget of over $7 billion. 115

126. When asked how the department operationalizes the Act, GAC referred to their
outreach and training programs. GAC advised NSIRA that their training programs targeted
specific staff to ensure awareness of and compliance with the ACA. The training outlines the
roles and responsibilities regarding the ACA and Orders in Council requirements, and provides
employees a definition of “substantial risk,” and points of contact at headquarters. 116

127. In 2021, NSIRA committed to further scrutinizing the processes regarding ACA triage
and decision-making by reviewing both GAC and the RCMP. 117 In the 2020 ACA review, NSIRA
found that there were significant divergences in the evaluation of risk and required level of
approvals across departments. In particular, NSIRA identified procedural gaps in GAC'’s risk
assessments that should have warranted escalation to the Deputy Minister.118

128. When asked if GAC had initiated any adjustments, or changes to frameworks or
policies as a result of the findings and recommendations from previous reviews of the ACA,
GAC advised that adjustments had been made to the framework by creating a Mistreatment
Risk Assessment form.119 They explained that the form would support the application of a
more consistent threshold for elevating a case in the decision-making process, and would
standardize how cases are documented. As of August 31, 2022, GAC has yet to implement
the use of this form.120

115 GAC, Departmental Results Report 2019-20, 2020.

116 Mission Security officers, Management Consular Officers, Readiness Program Managers, Global Security Reporting Program Officers,
Heads of Mission and other relevant Canada-Based Staff. GAC Response to RFI 3 - Complete_GAC responses_RFI no 3 Part 1 and 2_ACA
Review 2021 _July2022, p.5.

117 NSIRA Review 2021-02 - Review of Departmental Implementation of the Avoiding Complicity in Mistreatment by Foreign Entities Act for
2020, p. 15.

118 |pid.

119 Global Affairs Canada GAC responses to RFI No. 3 dated June 30, 2022 / NSIRA’s Review of Departmental Implementation of the
Avoiding Complicity in Mistreatment by Foreign Entities Act for 2021 - Complete_GAC responses_RFI no 3 Part 1 and 2_ACA Review
2021 _July2022, p.5.

120 Global Affairs Canada, ACMFEA Briefing to NSIRA, Intelligence Policy and Programs Division (INPL), Global Affairs Canada, August 29,
2022.
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129. Currently, the Head of Mission (HoM, or Chargé) makes the initial assessment in
determining if the risk of mistreatment to the individual may be mitigated below the
substantial risk threshold. Only where the HoM identifies a concern as to the sufficiency of
the mitigation measures or assessment, would the HoM seek guidance through the
Intelligence Policy and Programs Division (INPL) generic e-mail.'?’

130. INPL can assist the Mission in conducting a risk assessment. If at this point it is
determined there is a substantial risk of mistreatment that cannot be mitigated and the
Mission still wants to proceed, the responsible geographic Director General may request that
the Avoiding Mistreatment Compliance Committee (AMCC) be convened. The AMCC provides
a decision to the HoM. GAC has advised that the role of the AMCC:

....Is to recommend risk-mitigation strategies, seek escalatory senior-level
discussion and approval for decisions as required, up to and including the
Deputy Minister of Foreign Affairs, and document how each case is
managed. It is convened on an ad hoc basis to review the proposed
disclosure, request, or use of information in cases in which prohibitions
under the Directions may be engaged. The Committee is similar to structures
that exist within other departments and agencies subject to the 0iC.122

131. In 2020 and 2021, GAC initiated a review of the Secretariat of the AMCC, formerly
known as the Ministerial Direction Compliance Committee (MDCC). GAC has advised that
notional recommendations have been developed to improve the working methods of the
Committee and update the terms of reference. Explaining that the timeliness of Committee
decisions, addressing duty of care issues, and final reporting of case outcomes regarding
Committee decisions are currently being examined. It is expected that the AMCC Secretariat’s
review will be completed in 2022 and the terms of reference updated shortly thereafter.'?

132. In the six cases provided over the review period, NSIRA observed that the final
decision on whether to share information with local authorities was left to the HoM. This is
best illustrated in the HANOI case where the mission was advised

To note, decision-making authority on such situations ultimately rests with
mission/geo. INPL's role—as departmental focal point for the Avoiding
Compilicity in Mistreatment by Foreign Entities Act (ACMFEA)—is simply to

advise on relevant considerations, not authorize.'*

121 GAC responses to follow up questions during the interview with the departmental ACA Policy Team on August 31, 2022.

122 GAC Annual Report 2021, Compliance in Avoiding Complicity in Mistreatment by Foreign Entities, p. 2.

123 Global Affairs Canada response to RFI No. 2 dated April 12, 2022 / NSIRA’s Review of Departmental Implementation of the Avoiding
Complicity in Mistreatment by Foreign Entities Act for 2021.

124 Global Affairs Canada - 20111101 - INPL to CSS - Urgent request from HANOI.
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133. In further correspondence between INPL and the Mission in Hanoi there appears to
be the need for additional clarification on the decision-making roles in regards to applying the
ACA. INPL further advised the Mission that “it is in fact the Mission's responsibility to
determine if there is a substantial risk of mistreatment or not.”1%°

134. The centralization of accountability with the HoM as opposed to headquarters
represents a significant change in implementation since NSIRA'’s in-depth review of GAC in
2019.7?% Namely, in the previous review any cases where there was a potential substantial
risk of mistreatment would require escalation MDCC (via the INPL) where the Committee
would ultimately be responsible for deterring if the proposed mitigation measures are
sufficient and if the information sharing should take place. This change in implementation
threatens the independence of the process from individuals with a potential operational
interest in the outcome of the information sharing.

Recommendation 5: NSIRA recommends that GAC ensure that accountability for
compliance with the ACA clearly rests with the Avoiding Mistreatment Compliance
Committee.

Information Sharing Framework

Finding 12: NSIRA finds that GAC has not demonstrated that all of its business lines are integrated
into its framework under the ACA.

135. GAC does not have any information-sharing arrangements with foreign entities related
to the ACA.127 When asked in last year’s review how GAC monitors its information exchanges,
the response provided reads as follows:

There is a handful of divisions at GAC that receive information that may have
been obtained through mistreatment. Because of the very different type of
information they each receive due to their specific mandates, each has a
different process/framework for identifying information likely to have been
obtained through the mistreatment. Therefore, there is not one unified set of

125 Global Affairs Canada - 20211101- INPL_HANOI_Correspondance_Urgent request from HANOI.

126 |n 2019 NSIRA recommended that “departments should ensure that in cases where the risk of mistreatment approaches the threshold
of “substantial”, decisions are made independently of operational personnel directly invested in the outcome.” NSIRA, Review of
Departmental Frameworks for Avoiding Complicity in Mistreatment by Foreign Entities, NSIRA Review 2019-06, p.17.

127 Global Affairs Canada response to RFI No. 2 dated April 12, 2022 / NSIRA’s Review of Departmental Implementation of the Avoiding
Complicity in Mistreatment by Foreign Entities Act for 2021. p. 2.
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processes at GAC for initially marking/identifying incoming information
potentially derived from mistreatment.’?8

136. GAC has also not conducted an internal mapping exercise to determine which
business lines are subject to the ACA.'?° Considering the low number of cases this year and
the size of GAC, and that ACA training is not mandatory for staff, NSIRA has concerns that not
all areas involved in information sharing within GAC are being properly informed of their ACA
obligations.

137. When asked to elaborate on the nature of information exchanges triggering the ACA,
GAC further clarified:

[T]hat information exchanges occur without formal arrangement with foreign
entities, and the vast majority of the information that is exchanged does not
pertain to individuals. Each information exchange situation is unique and
occurs within a specific relational and country context.°

Each instance of information sharing is handled on a case-by-case basis and escalated to the
appropriate level based on the individual circumstances.

138. It is important to note that if the assessment determines that there is NOT a
substantial risk of mistreatment, but that the exchange of information directly or indirectly
involves personally identifiable information about an individual AND the country or foreign
entities is not a trusted partner when it comes to human rights, GAC employees must still
capture via a risk assessment form the reason why there is NOT a substantial risk of
mistreatment and keep a thorough record.131

Finding 13: NSIRA finds that GAC has not made ACA training mandatory for all staff across relevant
business lines. This could result in staff being involved in information exchanges without the proper
training and knowledge of the implications of the ACA.

139. When determining whether there is a risk of mistreatment, GAC employees will
leverage human rights reports, as well as any intelligence relevant to the country/entity
associated with the information. The risk profile of the individual about whom information is
shared is also taken into consideration when making a determination regarding whether a

128 AC document “NSIRA Response - Annex B ACA 2020 Review - Questionnaire response sheet - 20 July 2021”

129 Global Affairs Canada, ACMFEA Briefing to NSIRA, Intelligence Policy and Programs Division (INPL), Global Affairs Canada, August 29,
2022.

130 Global Affairs Canada response to RFI No. 2 dated April 12, 2022 / NSIRA’s Review of Departmental Implementation of the Avoiding
Complicity in Mistreatment by Foreign Entities Act for 2021. p. 2.

131 Global Affairs Canada - Draft Orientation Guide to ACMFEA, p. 4.
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substantial risk of mistreatment exists.’®? It is a collection of information that informs any
assessment and respective decision, rather than a single tool.

140. Training is only mandatory for employees working in a high-risk mission or functions
and offered as a suggestion for other staff at mission and headquarters. GAC has committed
to establishing a dedicated ACA page on the intranet, along with supporting communication,
however, employees are only encouraged to review it.'33

141. GAC provides an outreach program and training, for staff both at headquarters and at
missions abroad on their ACA obligations. The ACA components are embedded in GAC’s
Governance, Accreditation, Technical Security and Espionage (GATE) awareness program, the
Legal and Policy Framework on Information Sharing, and a module in the Heads of Mission
pre-posting training.’®* These training courses outline the roles and responsibilities of officials
regarding their ACA and Orders in Council obligations, including the definition of “substantial
risk”, and key points of contact at headquarters.’®® It is important to note that the GATE
awareness program and that the ACA segment of the training is considered as an outreach
tool and not a core training module, meant to provide situational awareness for Canadian-
based staff on information security and intelligence topics. The training provided by the
Department of Justice acts as the core training module for staff.’3®

142. When asked about Consular Operations bureau training, GAC appeared to have only a
cursory knowledge citing that they were aware from the 2021 Annual Report (on the
Application of the Orders in Council Directions for Avoiding Complicity in Mistreatment by
Foreign Entities) that ACA directions were included as part of the training session offered by
the Consular Operations bureau.’®’

143. The target employees for training at headquarters are outgoing Mission Security
Officers, Management Consular Officers, Readiness Program Managers, Global Security
Reporting Program Officers and Heads of Mission, as well as all members of the Intelligence
Bureau.'®® At mission, the training is provided to all Canada-based staff, including other
government departments’ employees posted at missions.’®® GAC has only recently begun

132 Complete_GAC responses_RFI no 3 Part 1 and 2_ACA Review 2021_July2022.

133 GAC response to NSIRA RFI 2 (May 04, 2022), p. 2.

134 GAC’s Governance, Access, Technical Security and Espionage (GATE) Awareness Program is a baseline intelligence course that provides
situational awareness for Canada-based staff on information security and intelligence topics including, relevant Canadian legislation. The
ACA component in the GATE is meant only as an outreach tool and is not to be consider the core training module, which is delivered by the
Department of Justice. The GATE training material was updated in 2022 and it is provided in GAC’s portal. GAC response to RFI 4 - GAC
responses_Follow ups to INP interview_ACA Review 2021_20220927 p.1.

135 Global Affairs Canada’s response to RFI No. 3 dated June 30, 2022 / NSIRA’s Review of Departmental Implementation of the Avoiding
Complicity in Mistreatment by Foreign Entities Act for 2021, Complete_GAC responses_RFI no 3 Part 1 and 2_ACA Review

2021 _July2022.pdf.

136 GAC response to RFI 4 - GAC responses_Follow ups to INP interview_ACA Review 2021_20220927 p.1.

137 |pid.

138 Complete_GAC responses_RFI no 3 Part 1 and 2_ACA Review 2021 _July2022

139 Global Affairs Canada response to Factual Accuracy (Nov. 15, 2022).
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tracking the number of staff that have been provided ACA training, and estimates that at least
300 GAC employees have been provided ACA-related training since 2020.4°

144, When further queried about the breakdowns of training provided, GAC posited that
there are only a small proportion of GAC officers abroad that may encounter ACA-related
decisions. With training only mandatory for some staff, NSIRA is concerned that given the
volume of information exchanges, and the multiplicity of business lines there is very well
potential that information sharing may be occurring, or not properly triggered by those without
proper ACA knowledge.

145. In light of the fact that GAC engages with foreign entities with poor human rights
records and operates in highly volatile environments, NSIRA expresses deep concern that
GAC has not demonstrated that it has implemented ACA framework across business lines.

Recommendation 6: NSIRA recommends that GAC conduct a formal internal mapping
exercise of other possibly implicated business lines to ensure it is meeting its
obligations set out in the ACA.

Recommendation 7: NSIRA recommends that GAC make ACA training mandatory for all
rotational staff.

Human Rights Reporting

Finding 14: NSIRA finds that GAC has not regularly updated its Human Rights Reports. While many
were updated during the 2021 review year, more than half have not been updated since 2019. This
is particularly problematic when departments and agencies rely on these reports as a key source in
assessing risk related to the ACA.

140 Global Affairs Canada’s response to RFI No. 4: GAC responses to follow up questions during the interview with the departmental ACA
Policy Team on August 31, 2022 / NSIRA’s Review of Departmental Implementation of the Avoiding Complicity in Mistreatment by Foreign
Entities Act for 2021, GAC responses_Follow ups to INP interview_ACA Review 2021_20220927 p.1.
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146. GAC develops classified human rights reports making them available to a number of
internal Government of Canada partners.141 These reports are intended to provide an
overview of the human rights situation of a particular country. They help inform Canada’s
international engagement and programming decisions, including foreign policy, development,
trade, security, and consular activities.'? Updated human rights reports (post 2019) include
a designated section that addresses the Orders in Council and the ACA, and the
circumstances of mistreatment within that country.143

147. The coming into force of the ACA and the issuance of the Orders in Council resulted in
a greater number of departments being subject to directions specific to the avoidance of
mistreatment by foreign entities. Many of these departments did not have frameworks or any
country assessments to support this obligation. This created an increased demand for the
GAC Human Rights Reports.144

148. Prior to Royal Assent of the ACA, GAC provided human rights reports to departments
that were subject to the 2017 Ministerial Directives. GAC also works with partners to
incorporate feedback on human rights reporting and considers input on countries of interest
for subsequent reporting cycles. It is important to note that GAC does not keep statistics on
how often, or which reports were requested/accessed by internal partners.’'*®

149. NSIRA recognizes that in 2021 GAC has recently implemented a prioritized list to
update the human rights reports and has been making considerable headway during the
review period, updating 25 percent of their profiles. A number of high-risk countries have
been updated to reflect current events. Still, a number of reports are outdated and close to
60 percent of the 133 human rights reports have not been updated since 2019. For example,
Pakistan, Somalia, Ukraine, and Yemen have not been updated since 2019, while South
Africa and Belarus have not been reviewed since 2015.

150. Maintaining up-to-date reports will help ensure that critical human rights information
is being used when making ACA determinations, this is especially vital considering that other

141 GAC’s Human rights reports are accessible to select users of CTSN. Other than GAC, the following government departments and
agencies have access to the reports: CSE, CSIS, DND, FINTRAC, ITAC and PCO. Reports have also been requested by and provided to the
following agencies and departments: RCMP, IRCC, JUS, CBSA, PS and the Canadian Commercial Cooperation. Complete_GAC
responses_RFI no 3 Part 1 and 2_ACA Review 2021_July2022.

142 Complete_GAC responses_RFI no 3 Part 1 and 2_ACA Review 2021_July2022.

143 Global Affairs Canada - Annual Report 2020 - Implementation of the Directions to Global Affairs Canada Avoiding Complicity in
Mistreatment by Foreign Entities, p. 5.

144 Annual GAC Human Rights Reports DG Speaking Remarks - GEO Bureau meeting Friday, October 01, 2021 (10:30-11:30), 2021
remarks by 10D to GAC Geo DGs on human rights reports drafting guidance, p1. And Global Affairs Canada - Annual Report 2020 -
Implementation of the Directions to Global Affairs Canada Avoiding Complicity in Mistreatment by Foreign Entities, p. 5. 2021 Remarks by
10D to GAC GEO DGs on Human Rights Reports Drafting Guidance, p. 1. And, 20211110 - Humans Right Report (email to HoM November
10, 2021), p.1. And, Global Affairs Canada - Annual Report 2018-19 - Ministerial Direction to Global Affairs Canada Avoiding Complicity in
Mistreatment by Foreign Entities, p. 6-10. 2021 Remarks by I0D to GAC GEO DGs on Human Rights Reports Drafting Guidance, p. 3. And
20210518 IND Presentation to HOMs, p. 7.

145 Meeting with Office of Human Rights, Freedoms and Inclusion, September 27, 2022.
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department leverage GAC’s human rights report as part of their risk assessments. NSIRA
notes that the Information Sharing Coordination Group coordinated by Public Safety Canada
continues to work through the prioritization and the issues associated with the sharing of
human rights reports across departments.’® It should be stressed that the GAC human rights
reports are viewed as a supplement to what departments have already collected as part of
their own assessments. For this reason GAC does not provide evaluative judgment on risk
within their human rights reports, that is they do not designate whether a country or entity is
high or low risk, consequently leaving departments to assess risk based on the information
they have collected as part of their mandates.

151. NSIRA has been advised that the GAC country priority list was developed in
consultation with partner departments and agencies, and relevant GAC divisions. And is
based on an assessment of the operational needs of Canadian federal departments and
agencies.' While understanding the impact the pandemic had on operations, particularly at
Missions abroad, NSIRA encourages GAC to develop, maintain, and continue to work with
other departments and agencies to ensure countries’ HRRs are updated as regularly as
possible.

Development of Human Rights Reports

152. GAC produces human rights reports in collaboration with its missions. Coordinated by
GAC’s office of Human Rights, Freedoms and Inclusion directorate, the reports are used not
only to inform risk assessments, but assist in the guidance of policy and programming
decisions.'®

153. Missions are responsible for updating their human rights reports, and, if tasked, are
linked to Head of Mission’s performance measurement agreements.’*® Mission staff work
collaboratively with geographic branches in the preparation of the reports. While
headquarters is responsible for the tasking and coordination of the reports, it is Head of
Mission that approves the report. The reports include information on the overall human rights
context in the country, as well as an analysis of the significant human rights-related events
that took place during the review period.’™® Generally, reports are a collection of various
sources, which include open source reporting, consultations with human rights organizations
and civil society partners, and engagement with government authorities and stakeholders.

146 Record of Discussion - Information Sharing Coordination Group, October 6, 2021 - 2:00-2:30pm.

147 Meeting with Office of Human Rights, Freedoms and Inclusion, September 27, 2022.

148 Email - Human Rights Reports, 20211110 - Human Right Report - Rapport sur les droits de la personne p. 2.
149 |pjd.

150 Meeting with Office of Human Rights, Freedoms and Inclusion, September 27, 2022.
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Recommendation 8: NSIRA recommends that GAC ensure countries’ Human Rights
Reports are updated more regularly to ensure evolving human rights related issues are
captured.

Assurances

Finding 15: NSIRA finds that GAC does not have a standardized centralized approach for the tracking
and documentation of assurances.

154. GAC advised that there was no standardized approach in place to assess the
reliability or document assurances received from foreign entities.’®' Risk assessments are
conducted on a case-by-case basis.’>?> When asked how assurances were developed, GAC
stated that there was no statutory or regulatory language that specifically addressed the use
of diplomatic assurances, but officials implicated in individual cases would consider the
foreign entity’s credibility, recent precedents, the experiences of like-minded partners, and
the feasibility of monitoring assurances and caveats to be communicated with the disclosure.
It is the Mission’s responsibility to track and monitor whether assurances and caveats are
being respected.153

155. NSIRA noted that on the ATHENS case provided by GAC, there was a concerted effort
to ensure assurances and caveats were in place before information was shared with local
authorities. It is in NSIRA’s opinion that the mission was attuned to their obligations under the
Act (and directions) and tried to ensure the welfare of the individual detained by authorities.

I 5501 staff took remedial

action to ensure that the individual is not at risk of mistreatment.154

156. In the ATHENS case, [

I \'S/RA noted that there is no formalized tracking, or documentation mechanism
for the follow-up caveats and assurances. This is problematic as mission staff are rotational
and may therefore have no visibility as to their ability to rely on caveats and assurances
based on past information sharing instances.

151 Complete_GAC responses_RFI no 3 Part 1 and 2_ACA Review 2021_July2022, p. 2. And GAC responses_Follow ups to INP
interview_ACA Review 2021_20220927, p. 1.

152 |pid.

153 Complete_GAC responses_RFI no 3 Part 1 and 2_ACA Review 2021_July2022.

154 20220503_RE Request for information on case in ATHNS - Review on implementation of ACA in 2021.
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Recommendation 9: NSIRA recommends that GAC establish a centralized system to
track caveats and assurances provided by foreign entities and document any
instances of non-compliance for use in future risk assessments.
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8. Appendix I: Findings and Recommendations

Finding 1: NSIRA finds that the Canada Border Services Agency and Public Safety Canada still have
not fully implemented an ACA framework and supporting policies and procedures are still under
development.

Finding 2: NSIRA finds that from January 1, 2021, to December 31, 2021, no cases under the ACA
were escalated to deputy heads in any department.

Finding 3: NSIRA finds that the RCMP has a robust framework in place for the triage of cases
pertaining to the ACA.

Finding 4: NSIRA finds that the RCMP’s FIRAC risk assessments include objectives external to the
requirements of the Orders in Council, such as the risk of not exchanging information.

Finding 5: NSIRA finds that the RCMP use of a two-part risk assessment, that of the country profile
and that of the individual to determine if there is a substantial risk, including the particular
circumstances of the individual in question within the risk assessment is a best practice.

Finding 6: NSIRA finds that the RCMP does not have a centralized system of documenting
assurances and does not regularly monitor and update the assessment of the reliability of
assurances.

Finding 7: NSIRA finds that the RCMP does not regularly update, or have a schedule to update its
Country and Entity Assessments. In many cases these assessments are more than four years old and
are heavily dependent on an aggregation of open source reporting.

Finding 8: NSIRA finds that information collected through the Liaison Officer in the course of an
operation is not centrally documented such that it can inform future assessments.

Finding 9: NSIRA finds that FIRAC members concluded that the information sharing would result in a
substantial risk of mistreatment that could not be mitigated. The Assistant Commissioner
determined that it may be mitigated. This amounts to a disagreement between officials or a situation
where “officials are unable to determine whether the risk can be mitigated”.

Finding 10: NSIRA finds that the Assistant Commissioner’s rationale for rejecting FIRAC’s advice did
not adequately address concerns consistent with the provisions of the Orders in Council. In
particular, NSIRA finds that the Assistant Commissioner erroneously considered the importance of
the potential future strategic relationship with a foreign entity in the assessment of potential risk of
mistreatment of the individual.

Finding 11: NSIRA finds that GAC is now strongly dependent on operational staff and Heads of
Mission for decision-making and accountability under the ACA.
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Finding 12: NSIRA finds that GAC has not demonstrated that all of its business lines are integrated
into its framework under the ACA.

Finding 13: NSIRA finds that GAC has not made ACA training mandatory for all staff across relevant
business lines. This could result in staff being involved in information exchanges without the proper
training and knowledge of the implications of the ACA.

Finding 14: NSIRA finds that GAC has not regularly updated its Human Rights Reports. While many

were updated during the 2021 review year, more than half have not been updated since 2019. This
is particularly problematic when departments and agencies rely on these reports as a key source in
assessing risk related to the ACA.

Finding 15: NSIRA finds that GAC does not have a standardized centralized approach for the tracking
and documentation of assurances.

Recommendation 1: NSIRA recommends that the RCMP establish a centralized system to track
caveats and assurances provided by foreign entities and where possible to monitor and document
whether said caveats and assurances were respected.

Recommendation 2: NSIRA recommends that in cases where the RCMP Assistant Commissioner
disagrees with FIRAC’s recommendation not to share the information, the case be automatically
referred to the Commissioner.

Recommendation 3: NSIRA recommends that the assessment of substantial risk be limited to the
provisions of the Orders in Council - namely the substantial risk of mistreatment and whether the risk
may be mitigated - and external objectives such as fostering strategic relationships should not factor
into this decision-making.

Recommendation 4: NSIRA recommends that FIRAC recommendations are referred to an Assistant
Commissioner who is not responsible for the branch from which the case originates.

Recommendation 5 : NSIRA recommends that GAC ensure that accountability for compliance with the
ACA clearly rests with the Avoiding Mistreatment Compliance Committee.

Recommendation 6: NSIRA recommends that GAC conduct a formal internal mapping exercise of
other possibly implicated business lines to ensure it is meeting its obligations set out in the ACA.

Recommendation 7: NSIRA recommends that GAC make ACA training mandatory for all rotational
staff.

Recommendation 8: NSIRA recommends that GAC ensure countries’ Human Rights Reports are
updated more regularly to ensure evolving human rights related issues are captured.
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Recommendation 9: NSIRA recommends that GAC establish a centralized system to track caveats
and assurances provided by foreign entities and document any instances of non-compliance for use
in future risk assessments.
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9. Appendix ll: ACA Framework and Background

It is important to note how the legal frameworks have evolved over the past decade. In international
law Canada is a state party to a number of international instruments including the International
Covenant on Civil and Political Rights (ICCPR), and the Convention Against Torture and Other Cruel,
Inhumane or Degrading Treatment or Punishment (CAT). Many of the prohibitions on mistreatment, in
these conventions are now considered customary international law. These international
commitments have been implemented in Canadian domestic law; most notably the prohibition on
torture is clearly defined and codified in the Criminal Code under section 269.1.1%%

In 2010, the Canadian Government implemented a general framework for “Addressing the Risks of
Mistreatment in Information Sharing with Foreign Entities”. This was the first multidepartment
instruction given by the government regarding the issue of information sharing and mistreatment.

The framework was followed by two detailed Ministerial Directions to departments in 2011 and
2017.The 2017 MD was issued to seven departments156 and created prohibitions on the sharing of
information that may lead to a substantial risk of mistreatment that cannot be mitigated. The MD
also provided clear parameters on the use of information potentially derived from mistreatment.157
Additionally, the MD broadened the scope of applicability to all information sharing with foreign
entities and not just that pertaining to national security issues.

On July 12, 2019, the Avoiding Complicity in Mistreatment by Foreign Entities Act came into force.
The Act codifies and enshrines Canada’s commitment to respect the Charter of Rights and Freedoms,
and the international agreements prohibiting torture and other cruel, inhuman or degrading
treatment or punishment that it is party to. A primary objective of enshrining these principles through
statute rather than the previous use of Ministerial Directions was to ensure that Canada’s
commitment to these principles does not rest with the Minister or Government in power.158

The ACA provides the statutory authority for the Governor in Council (GiC) to issue directions through
Orders in Council. The Act imposes an obligation on the GiC to issue Orders in Council to at least

155 Other individual legislation, such as the Immigration and Refugee Protection Act, includes prohibitions on the use of evidence derived
from torture.

156 The 2017 MD: Avoiding Complicity in Mistreatment by Foreign Entities was issued to: Canadian Security Intelligence Service (CSIS),
Royal Canadian Mounted Police (RCMP), Canada Border Services Agency (CBSA), Communications Security Establishment (CSE),
Department of National Defence (DND), Canadian Armed Forces (CAF) and Global Affairs Canada (GAC).

157 Mistreatment defined in the MD as “torture or other cruel, inhuman or degrading treatment or punishment”.
158 Mark Holland, Public Safety Minister’s Parliamentary Secretary. The standing Committee on Public Safety and National Security.
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seven specific departments.15® In September 2019, there were in total 12 Orders in Council issued
to departments and agencies engaged in information sharing with foreign entities.160

The Orders in Council prohibits the disclosure of information to any foreign entity where said
disclosure would result in a substantial risk of mistreatment of an individual and prohibits the making
of any requests to any foreign agency for information that would result in a substantial risk of
mistreatment of any individual. Additionally, the issued Orders in Council places parameters on the
use of information likely derived from mistreatment of an individual by barring its use where it may
create a substantial risk of further mistreatment, as evidence in any judicial, administrative or other
proceeding, or in any way that deprives someone of their rights and freedoms (unless determined by
the deputy head that it is necessary to prevent loss of life or significant personal injury).

159 As per subsection 3(2) of the ACMFEA, there is also an obligation to issue directions to the deputy heads of seven departments (the
same seven that were in receipt of the 2017 Ministerial Direction).

160 The mandated seven departments, and in addition Public Safety Canada (PS), Transport Canada (TC), Citizenship and Immigration
Canada (IRCC), Financial Transactions and Reports Analysis Centre of Canada (FINTRAC), Canada Revenue Agency (CRA) and the
Department of Fisheries and Oceans (DFO).
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Ministerial Direction (2011)
e Issued to CSIS, CSE, CBSA and RCMP;

* DND developed similar internal instruction; but was not issued as
a ministerial direction (functional directive); and,

* Main criticism was that departments were permitted to weigh the
value of the information against the risk of mistreatment

Ministerial Direction (2017)

* Addition of GAC, and DND (to CSIS, CSE, RCMP, CBSA);

* A number of changes, most significant were prohibitions of the
disclosure and requesting of information, as well as new limits on
the use of information (derived from mistreatment);

* Requirement for departments to maintain policies and
procedures to assess risks; and,

* Inter-agency co-operation requirement

OiCs issued pursuant to the Avoiding Complicity in Mistreatment by Foreign Entities Act
(2019)

* Issued to twelve departments, six of which had never before
received formal direction regarding information sharing with
foreign entities (PS, FINTRAC, TC, IRCC, CRA and DFO); and,

* Codified many provisions of the 2017 MD

As noted in the introduction, the legal framework governing the sharing of information with foreign
entities applies to information pertaining to all individuals, regardless of whether they are detainees
or not. There is currently no government-wide implementation policy for the ACA. However, the issued
Orders in Council do provide guidance on the requisite threshold for information sharing and the
requisite hierarchy of approval where there is uncertainty as to whether mitigation measures may
sufficiently diminish the substantial risk of mistreatment. Public Safety Canada in 2018, set up an
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Information Sharing Coordination Group with the objective of sharing best practices between
departments.

Individual departments develop their own internal framework and policies for the implementation of
the ACA. Some departments that were previously subject to the MDs on Avoiding Complicity in
Mistreatment by Foreign Entities had a greater opportunity to create internal processes, procedures
and policies to identify when information sharing practices may create a substantial risk of
mistreatment. These departments have developed structured approaches to recording assurances
(verbal or written) received from the foreign entities whom they engage and possible mitigation
strategies such that the threat is diffused below the substantial risk of mistreatment threshold.
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10. Appendix lll: Previous Recommendations

Past findings and recommendations

Report for Year 2018

Report for Year 2019

Report for Year 2020

Finding #1.: Benefits of
internal information sharing
process reviews. NSIRA
noted that periodic internal
reviews of information
sharing policies and
processes supported their
successful functioning in the
long term.

Finding #1: NSIRA found
that several departments,
new to the considerations of
the Act, described
considerable progress being
made during the review
period and afterwards to
build out formalized
frameworks to support
implementation.

Finding #1: NSIRA found
that CBSA and PS did not
finalize their policy
frameworks in support of
Directions received under
the ACA over the review
period.

Recommendation #1.:
Departments should
conduct periodic internal
reviews of their policies and
processes for sharing
information with foreign
entities in order to identify
gaps and areas in need of
improvement.

Finding #2: NSIRA found
that departments
conducting minimal
information exchanges with
foreign entities have not yet
fully addressed the
importance of having an
official information sharing
framework in place.

Finding #2: NSIRA found
that from January 1, 2020
to December 31, 2020, no
cases under the ACA were
escalated to deputy heads
in any department.

Findings #2: Departments
vary with respect to the
independence of their
decision-making. NSIRA
examined the extent to
which high-risk decision-
making is removed from
operational personnel who
may have vested interest in

Recommendation #1: NSIRA
recommends that all
departments in receipt of
directions under the Act
have official framework that
ensure they can fully
support the implementation
of the directions.

Finding #3: NSIRA found
that even when
departments employ similar
methodologies and sources
of information to inform
their determination of
whether or not a case
involving the same country
of concern should be
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the sharing. In some
departments, the decision-
makers have a direct
operational interest in the
sharing of information,
creating the potential for
conflict between operational
imperatives and
departmental obligations to
respect the MD. In
particular, NSIRA noted that:

e CSE and the RCMP
have the most
independent
processes.

e The information
sharing process
implemented by GAC
to date remove high-
risk decision-making
from “front line”
personnel.

e At CSIS and
DND/CAF, decision
makers typically have
a direct operational
interest in the
sharing of
information.

e CBSA has not yet
operationalized its
information sharing
processes.

escalated, significant
divergences in the
evaluation of risk and the
required level of approval
emerge.

Recommendation #2:

Departments should ensure
that in cases where the risk
of mistreatment approaches

Finding #3: NSIRA found
that the differences and
variability in departmental
frameworks demonstrate a

Finding #4: NSIRA found a
procedural gap of concern in
a case study involving the
disclosure of information,
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the threshold of
“substantial”, decisions are
made independently of
operational personnel
directly invested the
outcome.

previous lack of
coordination across the
community and a need to
identify best practices.

even though information
was ultimately not shared.
The risk of mistreatment
was substantial and the
decision should have been
referred to the Deputy
Minister of Foreign Affairs as
the accountable deputy
minister for this request.

Finding #3: Lack of
standardized information
sharing risk assessments.
Under the 2017 MD, GAC,
CSIS, CSE, and the RCMP all
maintain their own sets of
foreign country and/or entity
profiles, while DND/CAF is
currently developing its own
as well. The existence of
multiple different
assessments is duplicative
and unnecessary. It may
also yield inconsistencies,
as departments have at
times come to quite
different conclusions about
foreign countries’ and
entities’” human rights
records and the associated
risks of information sharing.

Recommendation #2: NSIRA
recommends that
departments coordinate to
identify best practices for all
essential components of
information sharing
frameworks and that ISCG is
leveraged to ensure these
practices are shared where
possible across the
community to support the
implementation of the Act.

Recommendation #3:
Departments should
develop:

Finding #4: NSIRA found
that there are
inconsistencies in the
application of existing
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e Unified set of
assessments of the
human rights
situation in foreign
countries including a
standardized ‘risk of
mistreatment’
classification level
for each country; and

e To the extent that
multiple departments
deal with the same
foreign entities in a
given country,
standardized
assessments of the
risk of mistreatment
of sharing
information with
foreign entities.

sharing frameworks
between departments,
specifically concerning
information evaluation
thresholds, and decisions
being elevated for senior
level determinations.

Finding #4: The concept of
“substantial risk” of
mistreatment is not defined.
Like the 2017 MD, the
ACMFEA and its associated
direction prohibit
information sharing that
would result in a
“substantial risk” of
mistreatment, Neither the
ACMFEA nor its direction
include a definition of
substantial risk, however,
despite the centrality of this
concept to the regime. A
definition of substantial risk
existed in both the 2011

Recommendation #3: NSIRA
recommends that
departments establish
consistent thresholds for
triggers in their information
sharing frameworks,
including initial evaluations
against the concerns of the
Act, when a case is to be
elevated in the decision
process, and how this is
documented.
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and 2017 MD; its absence
now raises concerns about
its interpretation in the
future.

Recommendation #4: The
definition of “substantial
risk” should be codified in
law or public direction.

Finding #5: NSIRA found a
lack of unification and
standardization in the
country and entity
assessments being
leveraged by departments,
resulting in inconsistencies
in approach/stance by the
community when interacting
with Foreign Entities of
concern related to the Act.

Recommendation #4: NSIRA
recommends that
departments identify a
means to establish unified
and standardized country
and entity risk assessment
tools to support a consistent
approach by departments
when interacting with
Foreign Entities of concern
under the Act.
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11. Annex A: Departmental Frameworks

Royal Canadian Mounted Police

Following receipt of the 2017 MD, the RCMP established a new Law Enforcement Assessment Group
(LEAG). LEAG has a detailed Terms of Reference that outlines its membership as well as roles and
responsibilities.’® LEAG’s primary task is to assess foreign countries and law enforcement entities
with regard to the risk of mistreatment. In its assessments, LEAG considers a number of factors,
including the human rights record of the country, specific foreign entities’ engagement in human
rights abuses, local law enforcement’s history of respecting caveats, as well as country-specific risks
to individual safety related to political views, religion, ethnicity, sexual orientation, and so on. LEAG
thus “plays an integral role in informing FIRAC’s decision on whether to share information with foreign
law enforcement entities.” 62

At present, the RCMP has categorized 146 approved country profiles, of which 20 are high risk, 69
are medium risk, and 57 are low risk. 51 country assessments remain outstanding.'®® LEAG currently
intends to update its profiles every two years, although LEAG will update some reports more
frequently based on operational requirements.'®* To date, 40 countries have been assessed as being
a high priority for periodic updates due to the volume of information sharing conducted.

161 | EAG’s membership includes representatives from Federal and International Special Services, INTERPOL (Ottawa Bureau), Federal
Policing Criminal Operations, the National Intelligence Coordination Centre, Federal Policing Support Services, Federal Policing Intelligence
and international Planning, Federal Policing National Security, and the Canadian Police Centre for Missing, and Exploited Children’s
Behaviours Sciences Branch. See the Terms of Reference: Law Enforcement Assessment Group.

162 Although noted in the ToR, LEAG has informed NSIRA that this information is not standard but is included when available. See RCMP
Briefing to NSIRA, October 3, 2019.

163 Terms of Reference: Law Enforcement Assessment Group.

164 Such information sharing MoUs. See the RCMP Implementation of the Avoiding Complicity in Mistreatment by Foreign Entities Act:
Briefing to NSIRA Review Direction, October 3, 2019.
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Process

If an RCMP officer identified a need and wishes to share information with a foreign entity, they must
follow a set process:'®®

The officer must first consult a specific RCMP intranet website created by
LEAG. The site lists countries by colour. If the officer finds that the country in
question is “green”, he or she may proceed to share the information. If the
country is “red”- or “yellow” and the circumstances of the proposed sharing
match any of the case-specific factors and considerations listed- then the
case must be referred to FIRAC.75¢

If a FIRAC is required, the officer completes a standard form which must be approved by the relevant
Criminal Operations (CROPS) Officer or other approving officer.®” The form includes a summary of

165 Requests for information overseas go through the posted liaison officer who then process the requests via headquarters. RCMP Briefing
to NSIRA, October 3, 2019.

166 Foreign Information Sharing Country Assessments. Received on December 19, 2019.

167 Foreign Information Risk Advisory Committee (FIRAC) Process Chart, January 7, 2019. RCMP Implementation of the Avoiding Complicity
in Mistreatment by Foreign Entities Act: Briefing to NSIRA Review Direction, October 3, 2019.
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the information to be shared, the kind of sharing (request, disclosure or use), the operational context,
the risks of sharing information, the investigative value of the information, possible mitigation
strategies, and- where applicable- the actual information to be disclosed or used.'®®

Once approved, the form is sent to the Director General (DG) responsible for the relevant program at
RCMP headquarters for approval. Following approval, the DG submits the form to the FIRAC
secretariat.

The FIRAC secretariat compiles a briefing package that includes the officer’s form, the country profile
from LEAG, and any supporting documentation submitted by the DG. The briefing package is
distributed to FIRAC members ahead of the meeting.

A FIRAC meeting is convened and the request is considered along with possible mitigation strategies.
While the final decision regarding FIRAC’s recommendation rests with the Chair, in the vast majority
of cases the decision is unanimous. Dissenting opinions are recorded in the Record of Decision
(RoD). Once FIRAC has noted its recommendation, the RoD and an accompanying briefing note are
sent to the Assistant Commissioner for final determination.

In cases where FIRAC cannot determine whether a substantial risk of mistreatment can be mitigated,
the responsible Assistant Commissioner will provide the RoD to the Deputy Commissioner in order to
obtain the Commissioner’s decision.

168 |nstructions: Outline of Investigative Requirements and Operational Context: Foreign Information Risk Advisory Committee, Form 6517e
(2019-2).
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Global Affairs Canada

Framework Updates

Global Affairs Canada (GAC) indicated that no changes to their framework was made during the
current review period.

Global Affairs Canada (GAC)
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Process
Triage

There is not one unified set of processes at GAC for determining whether information being used by
the department is likely to have been obtained through the mistreatment of an individual by a foreign
entity. If an official determines that information that he or she has received is likely to have been
obtained through the mistreatment of an individual by a foreign entity and that official still wants to
use the information, they are instructed in their training to consult with their Program management at
HQ. Should that manager be unable to make a determination on their own as to whether the use
would comply with the Act, they will consult the relevant departmental policy group and the
department’s Legal Services Unit.

Senior Management Committees

The Avoiding Mistreatment Compliance Committee (AMCC) meetings focuses on the following;:

* Has the information, the use of which is being sought, likely been derived from mistreatment?
* What are the proposed measures to mitigate the risks? What is the likelihood of their success?

* Consider the justifications for and proportionality of any potential involvement with the foreign
state or entity that may result in mistreatment.

The AMCC Secretariat will create a record of decision and circulate it for comment by AMCC
members. Once finalized, it will be kept by the Secretariat for future reporting. The AMCC Secretariat
follows up with the requesting official for updates on the outcome of the situation and requests a
final update from the requesting official once the situation is resolved.

Global Affairs Canada’s human rights reports provide an evidence-based overview of the human
rights situation in a particular country, including significant human rights-related events, trends and
developments and include a section focused on mistreatment. There are no scores for countries
however, and it is up to the officials to assess the risk based on the information in the reports.

Mitigation Measures

The Legal Services Unit and/or Intelligence Policy and Programs division will provide guidance on the
limitations and the prohibitions of the use of information obtained through mistreatment. They are
also able to propose potential mitigation measures, such as sanitization of the information, if there is
a risk of further mistreatment; of depriving someone of their rights or freedoms; or if the information
could be used as evidence in any judicial, administrative or other proceeding.
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