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Ministerial Directions (MDs) issued to CBSA, CSIS, CSE, and
RCMP in 2011 regarding avoiding complicity in mistreatment by
foreign entities

Ministerial Directions (MDs) issued to CBSA, CSIS, CSE, DND/CAF,
GAC, and RCMP in 2017 regarding avoiding complicity in
mistreatment by foreign entities

a foreign entity’s formal or informal commitment to comply with
certain conditions or standards, such as respect for human rights

statements stipulating the specific conditions of an information
exchange, such as who may access the information and how it may
be used

in the context of this review, refers to those departments and
agencies whose deputy heads have been issued written directions
under the ACA

considerations that are extraneous and irrelevant to the mitigation
determination, including the risk of not sharing and strategic,
political, and reputational considerations

refers to actions or efforts aimed at improving the well-being of
people and alleviating suffering, particularly in times of crisis or
distress

as defined in the 2017 MDs: “may include foreign governments, their
departments, agencies and militaries, and may also refer to military
coalitions, alliances, and international organizations.”

as defined in section 2 of the ACA: “torture or other cruel, inhuman
or degrading treatment or punishment, within the meaning of the
Convention Against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment, signed at New York on December 10,
1984. -

the determination made by a department's officials regarding
whether a substantial risk of mistreatment that would result from a
disclosure of information can be mitigated

refers to risks that exist before the sharing of information is
contemplated; these risks exist independently from the substantial
risk of mistreatment that would result from sharing

as defined in the 2017 MDs: “a personal, present and foreseeable
risk of mistreatment. In order to be ‘substantial’, the risk must be real
and must be based on something more than mere theory or
speculation. In most cases, the test of a substantial risk of
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mistreatment will be satisfied when it is more likely than not that
there will be mistreatment; however, in some cases, particularly
where the risk is of severe harm, the “substantial risk” standard may

be satisfied at a lower level of probability.”

NSIRA / ACA 2023 v
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Executive Summary

This review assessed departments’ compliance with the Avoiding Complicity in
Mistreatment by Foreign Entities Act (ACA) and their implementation of the ACA’s
associated directions (ACA Directions) during the 2023 calendar year. The review
focused on how departments mitigated a substantial risk of mistreatment when sharing
information with foreign entities. NSIRA evaluated departments’ mitigation practices and
their determinations regarding whether they could sufficiently mitigate a substantial risk
of mistreatment that would result from a disclosure to allow for sharing in compliance
with the ACA Directions. NSIRA reviewed five cases concerning disclosures to-
foreign entities [l engaged in armed conflict and considered how armed
conflict affected departments’ ability to mitigate.

Concerning departments’ mitigation practices, NSIRA found that CSIS, IRCC, and the
RCMP may not have been in compliance with the ACA Directions and made two
recommendations. One recommendation pertains to the need for mitigation plans that
wholly and effectively lessen substantial risk, ensure the reliability of caveats and
assurances, exclude external considerations, and include monitoring for mistreatment
and compliance with caveats and assurances. The other recommendation concerns
ensuring that officials clearly document how identified risks are mitigated prior to
disclosing information to foreign entities.

In addition, NSIRA found that a foreign country’s involvement in armed conflict created
challenges for departments in meeting their mitigation obligations under the ACA
Directions when seeking to share with that country’s entities. NSIRA further observed
challenges related to disclosures contemplated to serve humanitarian objectives. In
some instances, departments recognized that their information-sharing concerned
individuals who were facing a pre-existing risk of mistreatment or harm arising from.

The possibility that sharing could in some way alleviate this pre-
existing risk created a compelling incentive to disclose; however, the ACA Directions do
not allow such interests to affect departments’ determinations regarding whether they
can mitigate a substantial risk of mistreatment. Additionally, NSIRA observed that the
circumstances of armed conflict left few options for departments pursuing humanitarian
objectives to mitigate the risks resulting from sharing.

The review concludes with reference to NSIRA's direction to departments to conduct a
study of information-sharing with the foreign entities of countries engaged in armed
conflict. It is incumbent upon departments to leverage the resources available to them to
survey the highlighted compliance issues and propose potential solutions.

NSIRA // ACA 2023 v
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1. Introduction

Authority

1

This review was conducted pursuant to paragraphs 8(1)(a), 8(1)(b), and subsection
8(2.2) of the National Security and Intelligence Review Agency Act (NSIRA Act).

Scope of the Review

2.

This report covers the review of the implementation of the directions issued
pursuant to the Avoiding Complicity in Mistreatment by Foreign Entities Act (ACA)
within the 2023 calendar year (ACA Directions). The review focused on
departments’ mitigation of the substantial risk of mistreatment resulting from the
disclosure of information to a foreign entity.

NSIRA reviewed all twelve departments’ annual implementation reports provided in
accordance with s. 8(1) of the ACA, as well as their mitigation policies. This report
considered case studies from CSIS, GAC, IRCC, RCMP, and DND/CAF that
involved a determination on whether the substantial risk of mistreatment resulting

from the direct sharing of information ||| GGG < oa0ed in

armed conflict could be mitigated.

Methodology

4.

NSIRA reviewed departments’ governance frameworks, policy documents, and
other records obtained through requests for information, including narrative
responses. NSIRA selected five case studies for review that provided the
opportunity to view how departments’ mitigation practices performed in exacting
circumstances. The cases were among those escalated to the highest level in each
department's ACA escalatory framework, as these cases were more likely to
present mitigation challenges. The sample was then narrowed to cases involving
information sharing engaged in armed conflict

This context’s complexities would also test

departments’ mitigation practices.

In each case, NSIRA reviewed departments’ determinations regarding whether
they could sufficiently mitigate a substantial risk of mistreatment that would result
from a disclosure for compliance with the ACA Directions. This included a review of
records of decisions, risk assessments, country profiles, and case briefs, among
other items. NSIRA also considered more broadly how the exigencies of armed
conflict affected departments’ ability to mitigate the substantial risk of mistreatment.

NSIRA // ACA 2023 , 1
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6. For the purposes of this review, NSIRA relied on the departments’ information and

' accepted their descriptions of the risks and country conditions at issue in each
case. NSIRA did not independently conduct research into the risks posed by
sharing with the foreign entities involved. Rather, NSIRA based its analysis solely
on the information departments provided, including the circumstances of the

sharing, the human rights conditions ||| 2t issue. and

departments’ risk and mitigation assessments.

Review Statements

7. The NSIRA Act grants NSIRA rights of timely access to any information in the
possession or under the control of a department (except for Cabinet confidences)
and to receive from the department any documents and explanations NSIRA
deems necessary. NSIRA monitors cooperation with access requests, including the
completeness and accuracy of disclosures, which informs its overall assessment of
a department’s responsiveness in each review.'

8. Allbut one department met NSIRA'’s expectations for responsiveness during this
review. GAC only partially met NSIRA’s expectations, given delays in responses to
requests for information.

2. Background

9. In 2006, the Commission of Inquiry into the Actions of Canadian Officials in
Relation to Maher Arar examined the circumstances under which a Canadian
citizen was rendered to Syria and tortured. A key outcome of the inquiry was its
conclusion that the sharing of inaccurate or non-caveated information with foreign
entities resulted in Maher Arar’s mistreatment and torture. The Government of
Canada responded by issuing a series of Ministerial Directions (MDs) in 2011 and
2017 to guide information exchanges with foreign entities. In 2019, the ACA came
into force, requiring such directions to be issued by the Governor in Council to the
deputy heads of twelve departments and agencies.? These current ACA Directions
govern disclosures and requests for information from foreign entities that would

I NSIRA’s “Expectations for Responsiveness in Reviews” are online at https://nsira-ossnr.gc.ca.
2 The Orders in Council and annexed ACA Directions are availableat https://orders-in-council.canada.ca.

NSIRA // ACA 2023 ' 2
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result in a substantial risk of mistreatment of an individual, as well as the use of
information likely to have been obtained through mistreatment by a foreign entity.

10. Departments’ challenges in mitigating a substantial risk of mistreatment have been
a consistent concern of external review. In 2018, NSIRA’s predecessor, the
Security and Intelligence Review Committee (SIRC), noted issues with CSIS’
assessment of caveats and assurances.? SIRC found that “...the risk that caveats
and assurances would not be respected [was] not appropriately assessed or
documented by operational managers.” In 2021, NSIRA observed that
departments were unable to track compliance with mitigation measures resulting in
an inability to verify adherence to caveats or assurances.’ In 2022, NSIRA found
that GAC and RCMP were unable to document, track, or monitor foreign entities’
assurances in a centralized system.®

11. External review’s recurring findings on mitigation issues led to this review’s focus
on departments’ mitigation practices, and particularly on departments’
determinations of whether a substantial risk of mistreatment can be mitigated and

how.

The Absolute Prohibition

12. While the current ACA Directions address complicity in the disclosure, request, and
use of information, this report is focused on disclosures and, more precisely, the
absolute prohibition of disclosures that would result in a substantial risk of
mistreatment. The ACA Directions provide that departments may not disclose
information to a foreign entity if that disclosure would result in a substantial risk of
mistreatment, uniess that risk can be mitigated. This prohibition is strict and cannot
be waived by reason of extenuating circumstances, strategic objectives, or moral
intention. Mitigation is the only mechanism to allow for the sharing of information
that otherwise carries this risk, and mitigation may, at times, prove exceedingly
challenging.

13. This strict prohibition is in line with Canada’s international human rights obligations

and international efforts to eradicate the use of torture and cruel, inhuman, or
degrading treatment or punishment. It also accords with recommendation 14 of the

3 NSIRA Review 2017-01.

4 Ibid at finding 1.

> NSIRA Review 2021-02 at para 6.

¢ NSIRA Review 2022-05 at findings 6, 15.

NSIRA // ACA 2023 3
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Arar Inquiry that stated, in part: “[iinformation should never be provided to a foreign
country where there is a credible risk that it will cause or contribute to the risk of
torture.”

14. The prohibition is also a departure from the 2011 MDs, which were subject to
public criticism for their permissiveness.” These MDs contemplated that a matter
could be referred to the deputy head of the department for decision in cases where
it was unclear whether a substantial risk of mistreatment could be mitigated using
caveats or assurances. in making their decision whether or not to share, the
deputy head could consider a number of factors beyond whether the risk could be
mitigated, allowing for the possibility that sharing could occur despite a risk of
mistreatment that wouid not be mitigated below the level of “substantial.” The MDs
also provided that deputy heads may decide to refer matters further to Ministers for
decision.

15. Notably, the UN Committee Against Torture, the treaty body that monitors the
implementation of the Convention against Torture and Other Cruel, Inhuman or
Degrading Treatment or Punishment (Convention Against Torture), criticized
Canada for its permissive information-sharing rules in 2012, taking aim both at
disclosures of information that carry a serious risk of torture and the use of
information that may have been derived from torture.® The Committee
recommended that Canada modify Ministerial direction “to bring it in line with
Canada’s obligations under the Convention” and that Canada “strengthen its
provision of training on the absolute prohibition of torture in the context of the
activities of intelligence services.”

16. Both the 2017 MDs and the current ACA Directions now include the absolute
prohibition and no longer allow for the disclosure or request of information that
would result in a substantial risk of mistreatment, unless that risk can be mitigated.

17. This is NSIRA's fifth annual review of the implementation of the directions issued
under the ACA. All departments fulfilled their obligations under s. 7(1) of the ACA,
requiring their deputy head to submit a report on the implementation of their ACA

7 NSIRA Review 2019-06 at para 17.

& Convention against Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment. ---GA
Res 39/46, adopted 10 December 1984; The “use” provisions under the current MDs, which are out of
scope of this review, remain more permissive than the provisions for disclosures and requests that now
contain the absolute prohibition. Found in s. 3 of all directions, the “use” provisions do allow for the use of
information that may have been obtained through the mistreatment of an individual by a foreign entity
subject to a short list of exceptions.

 Concluding observations of the Committee against Torture: Canada, UNCAT, 48t Session, UN Doc
CAT/CICAN/CO/B, (2012) at para 17.

NSIRA // ACA 2023 4
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Directions to their Minister before March 15t. In addition, they all met their obligation

to provide this report to NSIRA under s. 8(1) of the ACA and to make their annual
reports available to the public as soon as feasible under s. 7(2).

Findings, Analysis, and Recommendations

18.

19.

For departments charged with national security and intelligence-related mandates,
sharing information that carries some inherent risk can be an activity integral to the
performance of their duties and functions. As the ACA Directions prohibit the
sharing of information unless the substantial risk of mistreatment that would result
can be mitigated, a department’s facility for mitigation greatly affects its ability to
both comply with the ACA Directions and fulfill its mandate.

To review departments’ capacity for mitigation, NSIRA examined information
disclosures in armed conflict. This
context allowed NSIRA to evaluate how well departments’ mitigation practices and
policies address more complex ACA cases. The first section of this report
evaluates case studies concerning disclosures by CSIS, GAC, RCMP, IRCC and
DND, considering whether their mitigation practices promote compliance with the
ACA Directions, generally. The second section of this report considers how the
armed conflict context affected departments’ mitigation practices and the
challenges faced by departments seeking to effect humanitarian objectives in
armed conflict.

The Mitigation Determination

Finding 1. NSIRA found that, in the cases examined, CSIS, GAC, RCMP, and
IRCC’s mitigation determinations demonstrated common deficiencies, including:

e inadequate design of mitigation measures to address the specific risks of
mistreatment present;

e insufficient assessment of caveats and assurances for clarity and reliability; and,

e improper incorporation of external considerations into the determinations of whether
a substantial risk of mistreatment could be mitigated.

20.

The ACA Directions require that the deputy head of a department ensure that there
is no disclosure of information to a foreign entity if it would result in a substantial
risk of mistreatment to an individual unless a department’s officials determine that

NSIRA // ACA 2023 5
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the risk can be mitigated and appropriate measures are taken to mitigate the
risk.!%!! This report refers to this determination as the “mitigation determination.”

21. Departments can mitigate the substantial risk of mistreatment in any number of
ways; however, the ACA Directions specifically name caveats and assurances as
examples of possible mitigation measures. Indeed, NSIRA observed these to be
the most common mitigation measures employed. Caveats refer to statements a
department attaches to information exchanges stipulating the specific conditions of
the exchange, such as who may access the information and how it may be used.
Assurances refer to a foreign entity’s formal or informal commitments to comply
with certain conditions or standards, such as respect for human rights.

22. The utility of caveats and assurances depends in large part on their clarity and their
reliability, that is, whether foreign entities can be relied upon to adhere to them.
Commissioner O’Connor, in his report of the events relating to Maher Arar,
recommended that the RCMP ensure that caveats clearly communicate “who may
use the information [being shared], what restrictions apply to that use, and whom to
contact should the recipient party wish to modify those terms.”!2

23. More recently, concerning assurances, the Supreme Court of Canada in India v
Badesha provided guidance on assessing the reliability of diplomatic assurances,
citing a non-exhaustive list of factors to consider that include: whether assurances
are specific or general and vague; whether the assurance concerns treatment
which is legal or illegal in the receiving state; the length and strength of bilateral
relations between the sending and receiving states, including the receiving state’s
record in abiding by similar assurances; whether compliance with the assurances
can be objectively verified through diplomatic or other monitoring mechanisms; and
whether there is an effective system of protection against torture in the receiving

19 Subsection 1(1) of the ACA Directions reads: “If the disclosure of information to a foreign entity would
result in a substantial risk of mistreatment of an individual, the [deputy head of the department] must
ensure that [the department’s] officials do not disclose the information unless the officials determine that
the risk can be mitigated, such as through the use of caveats or assurances, and appropriate measures
are taken to mitigate the risk.”

1 The 2017 Ministerial Direction on Avoiding Mistreatment by Foreign Entities (2017 MD) further states:
"In most cases, the test for substantial risk of mistreatment will be satisfied when it is more likely than not
that there will be mistreatment; however, in some cases particularly where there is a risk of severe harm,
the ‘substantial risk’ standard may be satisfied at a lower level of probability."”

12 Recommendation 9(B) of Commission of Inquiry into the Actions of Canadian Officials in Relation to
Maher Arar, Report of the Events Relating to Maher Arar; Analysis and Recommendations (Ottawa: Public
Works and Government Services Canada, 2006).

NSIRA // ACA 2023 6
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state.!* The complete list of factors may be found in Annex B. This report will refer
to these factors as “Badesha factors.” Taken together, the O’Connor
recommendation and the Badesha factors can provide base-level guidance on the
assessment of caveats and assurances in ACA information-sharing cases.

24. Mitigation in complex risk environments can be challenging, and the ACA
Directions provide that, where officials are unable to determine whether the
substantial risk of mistreatment resulting from a disclosure can be mitigated, the
matter must be referred to the deputy head for determination.'* NSIRA, among
others, must be informed of any such determinations.!> For the fifth consecutive
year, NSIRA was not informed of any cases escalated to deputy heads pursuant to
this direction.

25. NSIRA found a number of common deficiencies in departments’ mitigation
practices across the cases reviewed. NSIRA’s recommendations on general
improvements to mitigation practices are applicable to all ACA departments,
including those not considered in the case studies below.

csis case Study: Disclosure on ||| ENENGNGE

Finding 2. NSIRA found that, in the examined case, CSIS may not have been in
compliance with the ACA Directions, as they were unlikely to have sufficiently
mitigated a substantial risk of mistreatment when sharing information with a foreign
entity. Specifically, CSIS:

e relied upon caveats and assurances that were inadequately designed to address the
specific risks of mistreatment present; and

¢ did not resolve substantial deficiencies that undermined the reliability of the caveats
and assurances.

26.

13 See India v Badesha, 2017 SCC 44 at para 51.
14 Subsection 1(2) of the ACA Directions.
15 Subsection 4(1) of the ACA Directions.

NSIRA // ACA 2023 7
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27.

CSIS’ Information Sharing Evaluation Committee (ISEC) 16

met to discuss whether the disclosure of would result in a

substantial risk of mistreatment and whether that risk could be mitigated. -
CSIS received updated assurances that the information from

28.

They discussed a number of risks; notable among them
was the risk that the information would be used for more than ||| Gz

29. In seeking assurances, CSIS correspondence with
indicated doubt that the sole use of the information would be for
ISEC officials noted the

had also

23

30. The record of discussion also indicates that ISEC officials repeatedly discussed the
risk
Following muitiple rounds of votes, as they neared final consensus on whether the
risk could be mitigated, one official continued to express doubt ||| Gz

31. The last paragraphs of the record of discussion recount one ISEC official raising

the possibility that ||| G i thc cvent that

16 CSIS’ Information Sharing Evaluation Committee (ISEC) is comprised of Director General-level
employees (or designates) that when applicable, assess and make decisions on foreign information
sharing requests from CSIS program areas.

NSIRA // ACA 2023 8
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CSIS did not disclose the information. The official was advised that this was likely
and that

ISEC officials subsequently reached consensus that the risk of
mistreatment could be mitigated.

ISEC officials determined that the newly acquired assurances received from [JJjj

il a/ong with “robust and appropriate” caveats would sufficiently mitigate the risk
resulting from the disclosure. had also assured that the use of information
would

The caveats attached to the disclosure stipulated that use or disclosure
of the information be for intelligence purposes only and in accordance with
international human rights law, including the Convention Against Torture, -
I The caveat also placed restrictions on onward sharing without CSIS
permission. With these requirements in place, CSIS disclosed the |||

information NN o~ I

Mitigation Measure Design

33.

34.

35.

CSIS’ mitigation measures did not adequately address the risk
the information for

may use

CSIS caveats did not narrowly prescribe the use of this information,
opting for a more general caveat

While officials recognized the risk that the use issue could ultimately result in a
substantial risk of mistreatment, CSIS did not address this issue through their own

caveats or by seeking more specific assurances. -

In addition, CSIS did not adequately address the risk
which could result in mistreatment. Although
and CSIS caveated the disclosure requiring
adherence NSIRA assesses that these caveats and assurances were
unlikely to sufficiently address this risk. At all times during armed conflict,

obligated under international law to abide [JJij 'f CS'S officials doubted
I vould meet [l obligations generally, then it is unreasonable to believe
that the caveats and assurances tied to this single disclosure would have resolved
this risk.

may not abide

Mitigation measures must be designed to address the particular risks alive in an
exchange. In this case, CSIS did not employ measures sufficiently capable of
mitigating the risk that the information could be used for an unintended purpose,

nor the risk || may not avide |

NSIRA // ACA 2023 9
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Assessment of Caveats and Assurances

36. Where departments employ caveats and assurances as mitigating measures, they
should be assessed for their clarity and reliability to ensure that they are indeed
capable of lessening the risk of mistreatment. While the ISEC case brief and the
ISEC discussion canvassed some concerns relevant to this assessment, including
addressing some of the Badesha factors, there remained significant reliability
issues that were never resolved nor compensated for through other mitigation
measures.

37. One issue stems from the Badesha factor regarding whether there is an effective
system of protection against torture in the receiving state. The ISEC case brief

This issue was not
considered at the ISEC meeting even though it directly related
To the extent

the
assurance provided should not have been relied upon to mitigate the substantial
risk of mistreatment.

38. Another Badesha factor concerns whether the foreign state has a strong record of
complying with caveats and assurances. One official cited |JJij history of
compliance with caveats and assurance as supporting their decision to share.
NSIRA observed that this was one of the few points made to support the reliability
of caveats and assurances, which suggests that it was given significant weight, as
CSIS ultimately pursued sharing. When NSIRA asked for records to support this
history of compliance, CSIS provided examples which did not speak to a history
robust enough to overcome the other reliability issues discussed at the meeting
and in the case brief. The examples cited included statements of belief by the
department and allies, and statements from- itself.

39. While statements of belief may be appropriate grounds to establish a history of
compliance, the weight that can be given to such statements must depend upon
the quality of these records. A mere statement of trust, without context, and
provided by a partner, for example, should be given less weight than a
documented record of compliance from a CSIS official who had the ability to
closely monitor a foreign entity’s compliance given operational circumstances.
Statements provided by the entity in question itself, should bear no weight. CSIS
was unable to provide a sufficient record to demonstrate that- history of
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compliance was a persuasive indicator of their future reliability given the numerous
other concerns raised in the ISEC meeting.

External Considerations

40.

41.

The ACA Directions provide no latitude for external considerations to influence this
determination, including reputational considerations. The “risk of not sharing” would
be one such external consideration. However, in this case, reputational concerns
may have unduly influenced the determination by ISEC officials. The ISEC record
of discussion describes a humber of votes that failed to reach consensus that the
substantial risk of mistreatment could be mitigated, and NSIRA observed that
consensus was reached immediately following the discussion regarding whether
CSIS’ reputation and bilateral relationship would be affected by a decision
not to share. The sequence of this discussion, paired with the fact that few
arguments were raised to support confidence that the risk could be mitigated,
suggest that the reputational concerns raised may have improperly influenced the
mitigation determination resulting in disclosure.

NSIRA notes that departments may appropriately account for reputational
considerations in their operational rationale to pursue sharing at first instance.
Indeed, [l assessed a bilateral and reputational risk of not sharing in the
operational rationale section of the ISEC case brief. These considerations,
however, must be excluded from the mitigation determination. The practical
realities of decision-making may render it difficult to separate the mitigation
determination and operational interests into watertight compartments. Nonetheless,
it is imperative to ensure that the question of whether a substantial risk of
mistreatment can be mitigated be answered frankly and without undue influence by
operational interests. Even where there is a compelling operational rationale for
sharing, if a substantial risk of mistreatment cannot be mitigated, the information
cannot be shared.

Compliance

42.

ISEC’s mitigation determination may not be in compliance with the ACA Directions
because the substantial risk of mistreatment alive in the case was unlikely to have
been mitigated below the level of “substantial’. CSIS officials depended on caveats
and assurances that did not sufficiently address the risks present in the case, and
they did not resolve substantial deficiencies that undermined their reliability.
Caveats and assurances are not a panacea for the substantial risk of mistreatment
of an individual. In certain circumstances, where a foreign entity can be relied upon
to adhere to caveats and abide by their assurances, they can be useful mitigation
measures. However, in cases such as this one, where serious doubts as to the
reliability of caveats and assurances are raised and remain unresolved, it is
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unreasonable for a department to determine that the substantial risk of
mistreatment is mitigated by such measures alone.

GAC Case Study: Proactive Disclosure on ||| NG

Finding 3. NSIRA found that, in the case examined, GAC’s poor record-keeping
practices impeded NSIRA’s ability to determine their compliance with the ACA
Directions.

GAC’s Avoiding Mistreatment Compliance Committee
(AMCC)'7 met to determine whether the substantial risk of mistreatment resulting
from proactively sharing the personal information of individuals

43.

44. AMCC officials recognized that the disclosure carried a substantial risk of
mistreatment due to an imminent , and noted

. concern regarding
Officials also raised that

23

45. The AMCC committee decided that the disclosure could be mitigated by applying
caveats and seeking assurances that information would not be shared
further with other foreign entities or third parties and would only be used in the
context of . The committee approved sharing all
categories of information about the individuals. GAC senta
diplomatic note containing only the of the-
individuals to with a number of caveats applied.

17 The AMCC is the DG-level committee which serves as GAC’s formal mechanism to assess the risk of
complicity in mistreatment in relation to the department’s information sharing activities with foreign entities.
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GAC provided no evidence to NSIRA showing that assurances were sought or
received.

Mitigation Measure Design

46.

As mitigation measures are to be designed to lessen the particular risks alive in a
case, it is significant that the record of the AMCC discussion reflected an
insufficient consideration of these risks, including the particulars of the foreign
entity’s human rights record. Additionally, [ ffdid not complete a compulsory
risk assessment form required prior to each information exchange with a foreign
entity. It is important that senior officials are provided with clearly articulated risks
so that they can ensure that mitigation measures are designed for purpose. Any
discussion of those risks should also be accurately documented, as it remains
unclear from the AMCC record the extent to which these risks were discussed.

Assessment of Caveats and Assurances

47.

48.

GAC'’s use of caveats was largely satisfactory, and it was evident that they
considered Commissioner O’Connor’'s recommendation. In particular, they
narrowly prescribed the permissible use of the information, stating that information
was to be used

It is also significant that the
caveats included language designed to ensure that they could monitor for
mistreatment through consular access to detained persons. To the extent that
departments can effectively monitor for mistreatment, they should pursue those
avenues. It can encourage adherence to human rights assurances and serve as an
effective way of constructing a reliable history of compliance.

Records show very little consideration of the Badesha factors at the AMCC
meeting, and the reliability of potential assurances appears insufficiently assessed.

When NSIRA questioned whether GAC
maintains a general record of compliance by foreign entities as recommended in
NSIRA’s earlier report, the department responded that it was exploring “different
approaches to track compliance with caveats and assurances.”!® Again, histories of
compliance should take their weight from the extent to which they are documented,
specific, and contextualized. Departments should be cautious in relying too heavily
on uncontextualized and unwritten anecdotal accounts. This is especially so if this

received o

19 GAC noted that the Mission did not have an opportunity to follow up— before information was
received thratﬂ the last confirmation of which was
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record is being relied upon to compensate for significant failings in other factors
that weigh heavily against the reliability of a caveat or assurance, and in particular,
records of serious human rights violations.

49. Ultimately, GAC'’s disclosure in this instance deviated in significant ways from what
was contemplated by the AMCC. GAC shared less information than initially
proposed and does not appear to have sought assurances.

50. Finally, NSIRA observed that GAC’s documentation was very thin and
unsatisfactory. A lack of record-keeping in ACA cases is of serious concern to
NSIRA and impedes NSIRA’s ability to review the implementation of the ACA
Directions in a comprehensive manner.

RCMP Case Study: Proactive Disclosure on || NG

Finding 4. NSIRA found that, in the examined case, the RCMP may not have been in
compliance with the ACA Directions, as they were unlikely to have sufficiently
mitigated a substantial risk of mistreatment when sharing information with a foreign
entity. Specifically, the RCMP relied upon caveats that were inadequately designed to
address the specific risks of mistreatment present.

51. | th< Federal Policing National Security (FPNS) unit of the
RCMP contacted the Foreign Information Risk Advisory Committee (FIRAC)

Coordination Unit to consult on proactively sharing the personal details (name,
birthdate, and passport numbers) of gl individuals

The

disclosure would also include information that the RCMP had obtained from

52. The FIRAC Record of Decision and Approval described the risk that
and that due to the
nature of the conflict, the FPNS
proposed to mitigate these risks with the application of caveats. Following a
recommendation from the two FIRAC co-chairs to the Assistant Commissioner, the
request was approved and the information was shared to
Both disclosures contained caveats
that placed guardrails on how the information provided by the RCMP may be used
and disseminated. The RCMP did not seek assurances. The possibility for further
disclosures about the. individuals was given a time-limited standing
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authorization of 2-3 weeks, after which the situation would be reassessed for any
potential changes.

Mitigation Measure Design

53.

Although the FPNS considered the risk that the information proposed for disclosure
could lead to the mitigation
measures did not adequately address the risk that the disclosure could serve more
than one purpose. The RCMP proactively disclosed this information to
however, their caveats do not sufficiently circumscribe
use to solely this purpose. The caveats provide, among other things, that the
information was disclosed for lead purposes only and to assist in the
The caveats did not
refer to nor limit use to These caveats are unlikely to
sufficiently mitigate the risk that the information be used for unintended purposes.
Therefore, the mitigation measures employed by the RCMP were not adequately
designed to address the risks alive in this case. In addition, considering the
seriousness of the risks alive in this case, relying on caveats alone is likely
insufficient to address these risks.

Assessment of Caveats and Assurances

54.

55.

Based on the FIRAC RoD, NSIRA did not observe that the RCMP had considered
whether [Jiij could be relied upon to adhere to its caveats regarding onward
dissemination, which should have been considered given the use issue. As noted,
the RCMP did not seek any assurances.

The RCMP does not have a standardized approach that ensures the consistent
evaluation of caveats and assurances across cases and explained to NSIRA on
several occasions that “in the law enforcement context whenever possible,
information is shared with foreign partners based on trust as well as through written
caveats/instructions that must be complied with”. This trust is established through
interagency relationships maintained by liaison officers. Liaison officers play a
significant role in providing the FIRAC with an accurate picture of the RCMP’s
relationship with an identified foreign entity, as they are placed within the foreign
country or nearest geographical location. The maintenance of a strong, trust-based
bilateral relationship is an important component of ensuring that a foreign partner
can be relied upon to adhere to caveats and abide by their assurances.
Nonetheless, as remarked above, departments must be cautious in the weight
given to such trust, particularly in the absence of a documented record of
compliance and other indicators of reliability, as well as in circumstances where the
threat environment is complex and the risk of mistreatment is substantial.
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Compliance

56. The RCMP’s proactive disclosure may not have been in compliance with the ACA

Directions, as the caveats applied were unlikely to have mitigated the substantial

_risk of mistreatment below the level of substantial. RCMP caveats were unlikely to
have sufficiently reduced the risk of mistreatment that would arise from any
unintended use of the information, as they were not adequately designed to do so.
In addition, assurances were never sought. Unlike assurances, caveats do not
require a foreign entity to expressly undertake to abide by them. For this reason,
caveats are less potent and less reliable than assurances, and departments should
consider carefully the extent to which they rely on caveats alone to mitigate a risk
of mistreatment. In this case, they were unlikely to mitigate this risk.

IRCC Case Study: Disclosure on ||| NG

Finding 6. NSIRA found that, in the examined case, IRCC may not have been in
compliance with the ACA Directions, as they were unlikely to have sufficiently
mitigated a substantial risk of mistreatment when sharing information with a foreign
entity. Specifically, IRCC relied upon measures that were inadequately designed to
address the specific risks of mistreatment present.

57. Between
of Canadian citizens and

This

permanent residents from

involved
with the

would review the individual’s information, which would be shared with

Some individuals would be rejected,

however, and

58. The Visitor and Identity Programs Branch at IRCC conducted an ACA assessment
on the substantial risk of mistreatment resulting from this disclosure. In the country
context section of the assessment, it noted potential human rights issues related to
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In the risk analysis section, IRCC recognized that
faced a high risk of mistreatment
IRCC assessed that
the disclosure did not carry a substantial risk of mistreatment because its purpose
was to Despite this, IRCC also noted in their
assessment that sharing information without mitigation measures was not

recommended and could result in the substantial risk of mistreatment of
individuals.

individuals

59. IRCC proposed three mitigation measures that it believed would reduce the risk of
mistreatment below the threshold of “substantial’:

IRCC chose to pursue the last measure only,
although they uitimately did not share

However, due to most
individuals likely only having access to IRCC also accepted

Mitigation Measure Design

60. Although the ACA assessment contained a review of country conditions
that described various_ related concerns, IRCC's
assessment did not specifically and expressly link this country-level risk to the
specific circumstances of their sharing That is to say, despite having an
understanding of the risk environment as it relates to human rights issues,
IRCC did not appear to account for this in assessing risks to individuals resulting
from the disclosure Given that IRCC identified
country-level risks regarding agencies and understood that the
disclosure would be shared onwards to those agencies for ||| | [ G0
purposes, it is unclear how these risks were accounted for or why they were
discounted at the individual-level in their ACA assessment. In the absence of

clearly articulated risks to the individual, decision-makers will not be able to assess
whether mitigation measures are fit for purpose.

Reliability of Caveats and Assurances

61. Although assurances were a proposed mitigation measure, IRCC did not appear to
assess them for their reliability. Where caveats or assurances are recommended to
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decision-makers as mitigation measures, they should be accompanied by an
assessment of their reliability, as unreliable caveats and assurances have no utility.
Ultimately, IRCC chose not to seek assurances.

Compliance

62. IRCC’s disclosure may not have been in compliance with the ACA Directions, as
the mitigation measures employed were unlikely to reduce the risk of mistreatment
resulting from the disclosure below the level of “substantial.” The primary mitigation
measure IRCC relied upon which is not capable of lessening the risk

of mistreatment and therefore can be assumed to have no effect on the level of
risk. Individuals

Reliance on to reduce the risk of mistreatment below
substantial was a misconstrual of IRCC’s obligations under the directions. While
can serve to mitigate certain other legal risks and liabilities, in the context
of the ACA, the directions are clear that the risk that must be mitigated is the risk of
mistreatment that results from the disclosure. This is the risk that must be lessened
below the level of substantial, and- is unable to reduce this risk. Again,
departments must be careful to design mitigation measures to address the
particular ACA-related risks that arise in each case.

63. IRCC also did not share- information with -which is a positive
outcome. However, it is unlikely that this alone could have sufficiently reduced the
risk of mistreatment below “substantial” given the comprehensiveness of the other

the extent of onward sharing that was expected,
intended use of the information (in particular, the security screening),
and the human rights record described in the ACA assessment. Therefore, IRCC
likely did not mitigate the risk that would result from disclosure of individuals’
information to [Jffoelow the level of “substantial,” and accordingly, the sharing
may not have been in compliance with the ACA Directions.

DND Case Study: Refusal to Disclose ||| NG

Finding 6. NSIRA found that many of DND/CAF’s mitigation practices served to
provide decision-makers with information necessary to determine whether a
substantial risk of mistreatment could be mitigated.

64.
requested the Release and Disclosure Coordination Office

(RDCO) to convene a Defence Information Sharing Working Group (DISWG) in
order to seek guidance on an expected request for assistance
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It was advised that country profile rating necessitated the
completion of a Partner Entity Assessment (PEA) form documenting the substantial
risk of mistreatment arising from sharing information |||

the DISWG was informed that the PEA form
had not been approved This was due, in part, to
DND/CAF’s discovery that the originator of the request was [JJjj and the

assessment that “there were no risk mitigation measures that could sufficiently
allow for the sharing of information that would end up in its possession” given '

. poor human rights record. As a result, no information was shared

66. DND/CAF’s case study is different from the other case studies reviewed in this
report because officials refused disclosure. For this reason, compliance with the
ACA Directions was less at issue, and NSIRA considered the case in its own light.
NSIRA noted a number of good practices that served to illustrate practical and
attainable expectations that can be met by departments in their mitigation
determination procedures. The PEA form served as a fairly thorough resource to
guide the mitigation determination. It prompted consideration of a number of
Badesha factors, including a history of compliance with caveats and assurances,
and directs that this history be documented in the form.?

65.

67. Notably, the PEA form also prompts the consideration of monitoring strategies.
Mitigation assessments should include a monitoring plan, as monitoring can be an
effective way to encourage adherence to caveats and assurances as well as
develop a reliable recorded history of compliance. A department’s capacity to
monitor will be dependent upon the unique circumstances of each case, but to the
extent that a department is able to directly and closely monitor for mistreatment
and compliance with caveats and assurances, it should. Effective monitoring (and
documentation of results) can provide reliable feedback that can be used to assess
future ACA cases.

2 In its comments on the PEA form, DND/CAF assessed that is known to adhere to caveats
and assurances based on experience Reference to CAF’s
experience Is an example of a recora of compliance based on direct
monitoring. Although this history is SIRA cannot assess the extent to which theseF
provide reliable evidence of compliance, it is credited for being documented, specific (more than a mere

statement of trust), and based on direct experience.
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68. While the PEA form is not perfect, it is a strong example of a systemized evaluation
of issues relevant to the mitigation determination, and a good practice in ensuring a
level of consistency in briefing ACA cases to decision-makers. NSIRA
recommends that all departments pursue a more systematized approach to the
assessment of mitigation plans such that decision-makers are furnished with
fulsome information relevant to the mitigation determination.

Recommendation 1. NSIRA recommends that departmental ACA risk assessments
include thorough mitigation plans wherever a substantial risk of mistreatment is
identified. These plans should:

e consider whether all mitigation measures proposed, taken globally, adequately
address the specific risks alive in the case at issue and are capable of sufficiently
lessening those risks;

e evaluate the reliability of any caveats and assurances proposed and weigh histories
of compliance according to their quality;

e exclude any external considerations that are not relevant to the question of
mitigation, including the risk of not sharing, and strategic or reputational
considerations; and,

¢ include a plan to monitor for indications of mistreatment and adherence to caveats
and assurances following an information exchange.

Recommendation 2. NSIRA recommends that officials clearly document how each
identified risk was mitigated prior to disclosing information to foreign entities.

Applying the ACA in the Context of Armed Conflict

Finding 7. NSIRA found that a foreign country’s involvement in armed conflict
created challenges for departments in meeting their mitigation obligations under the
ACA Directions when seeking to share information with that country’s entities.

69. NSIRA observed that, ||| GGG cc-artments convened as
a subgroup of the Information Sharing Coordination Group (ISCG) to discuss
mitigating the substantial risk of mistreatment when sharing || > This
subgroup comprised of six out of the twelve ACA departments from the original

2! The Information Sharing Coordination Group is an interdepartmental forum between all twelve
departments beholden to the ACA and its associated directions, and includes PCO and DoJ. It is chaired
by Public Safety Canada with meetings convened as necessary with the aim of collaboration and
information-sharing.

NSIRA /I ACA 2023 20
26



15(1)(c)
15(1)(e)

70.

71.

72.

73.

Document released under the Access ta Information Act /
Document divulgé en vertu de ia Loi sur Faccés & Finformation

TOP SECRET//SOLICITOR-CLIENT PRIVILEGE/CANADIAN EYES ONLY

working group (CSE, CSIS, DND/CAF, GAC, PS, and the RCMP) and illustrated
departments’ efforts to consult one another when sharing information |||

NSIRA observed a number of challenges arising from ||| that
affected departments’ ability to mitigate the substantial risk of mistreatment. For
one, [ created urgency that strained departments’ practices.
Documentation suffered when departments were under time constraints, and this
lack of documentation removed relevant considerations from decision-makers. In
addition, departments noted that foreign partners expect rapid intelligence
exchanges and immediate responses in a crisis, which can be challenging when
each exchange must be assessed for ACA risks. Further, they noted that delays for
the purposes of negotiating caveats and assurances could have implications for
time-sensitive operations concerned with the safety of individuals in a war zone.

Departments had difficulty assessing how foreign entities intended to use the
information they contemplated sharing. Some were particularly concerned with
potential military uses. ||| | I 2'so made it difficult for departments to
trust that information would not be shared onward for use by other entities.

More fundamentally, departments noted difficulty in evaluating the increased risk of
mistreatment as impacted by armed conflict, and officials questioned whether they
could rely on caveats and assurances given the circumstances.

Discussions at ISCG subgroup meetings hinted at a number of these issues, as
departments sought to understand how to mitigate the risks of sharing information
that could lead to or facilitate lethal targeting and gain insight from each other’s risk
mitigation processes.

Humanitarian Objectives and the ACA

Finding 8. NSIRA found that the practical realities of compliance with the ACA
Directions can, in certain circumstances, create a dilemma for departments seeking to
share for humanitarian purposes.

74.

NSIRA’s review of IRCC’s case study revealed an unexpected consequence of the
ACA Directions. This case raised the possibility that the strictness of the directions
could result, in some circumstances, with important humanitarian objectives being
abandoned where sufficient mitigation is not possible. Departments seeking to
share information for a humanitarian use may find themselves in a dilemma when
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mitigation proves challenging, caught between competing human rights
imperatives: avoiding complicity in mistreatment and pursuing humanitarian ends.

75. As discussed previously, the prohibition as defined in the ACA Directions compels
departments into. a strict calculation of whether the risk may be mitigated below
substantial. The directions are unyielding—there can be no sharing where that
sharing creates a substantial risk of mistreatment unless that risk can be mitigated.
The risk of not sharing is extraneous to the mitigation determination and cannot be
balanced against the risk created by sharing. This means, at all times when
disclosing information to a foreign entity, avoiding complicity in mistreatment takes
precedence over other interests. In rare cases, this rigidity may be no small
sacrifice.

Mitigation Challenges in Pursuing Humanitarian Objectives

76. In reviewing the case studies, NSIRA noted two challenges arising ||| G
I that affected department's pursuit of humanitarian objectives: a pre-existing
risk of mistreatment or harm and limited options for mitigation. Three case studies
revealed that the presence of a pre-existing risk of mistreatment or other harm
flowing was at the forefront of departmental officials’

minds. IRCC noted in its.risk analysis that

and that this “risk is present to the client whether or not
” In written responses to NSIRA, IRCC stated: “IRCC determined that in

this case obtaining the was the most
effective measure to facilitate their immediate exit to safety,

77. GAC and RCMP also recognized pre-existing risks of mistreatment or harm
however, these pre-existing risks improperly influenced their mitigation
determinations. GAC’s AMCC reasoned that the risk of disclosing the personal

information of the

case, FIRAC officials based their determination and a 2-3 week blanket
authorization, in part, on the urgent nature of the sudden events and the imminent

i [ / ocscrived

22 |n fact, a significant flaw in GAC'’s Information Exchange Risk Assessment and Review Form is that it
prompts the consideration of the risk of not sharing in its “Risks & Mitigating Measures” section.
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previously, the mitigation determination is concerned with lessening the risk
resulting from sharing, and the risk of not sharing (which, in these cases, presents
as a pre-existing risk of mistreatment) does not figure into this determination, as it
in no way lessens this risk.

Another complicating factor arising was that, in some
cases, there were limited options available for mitigation. GAC, pressured by the
urgency of a forthcoming

IRCC was likewise pressed to

The Humanitarian Dilemma

80.

In cases where the disclosure of inform;tion is required to effectuate a
humanitarian objective and there are insufficient mitigation options available,
departments may be impeded by the strictness of the ACA Directions. This may
place departments in a discomforting position, set between competing principles
and interests. The absolute prohibition makes manifest Canada’s commitment to
human rights and reflects an intolerance for mistreatment. Nonetheless, efforts to
preserve the safety of individuals caught in the dangers of armed conflict also
serve human rights interests. Some might consider it unconscionabie to withhold
information that could assist in relieving an individual from a present risk of
mistreatment on the basis that the sharing could create a further risk of
mistreatment. Others might take an opposing position, and find it untenable to
create further risk and permit potential complicity in mistreatment. it is no small
thing to speak of human rights trade-offs. The current ACA Directions do not aliow
for pre-existing risks to be weighed against the risk that would result from
sharing—there is no space in this regime to contemplate net risk. By consequence,
there may be rare instances in which departments find themselves in a true
dilemma, caught between equally compelling human rights interests.
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4. Concluding Remarks

81. This review revealed, in part, that departments’ mitigation practices do not
adequately address the substantial risk of mistreatment that would arise in more
difficult cases of information-sharing. Across case studies, NSIRA observed,
among other things, that departments struggled to design mitigation measures that
could address the risks alive in their cases and relied heavily on caveats and
assurances that were insufficiently assessed for their reliability and ultimate utility.
This is to say that departments fundamentally had difficulty mitigating the
substantial risk of mistreatment present in their cases. -

82. A department’s capacity to mitigate a substantial risk of mistreatment resulting from
the disclosure of information may affect their ability to carry out their mandate.
Where sufficient mitigation is unattainable, departments may be impeded in their
activities. This is precisely what the ACA Directions and the absolute prohibition
are designed to ensure. They exist to prevent government complicity in
mistreatment by the foreign entities with which information is shared. To permit
departments to justify circumventions of the prohibition for the “greater good” would
be to open the door to complicity too wide. It would be too easy for departments to
find a good reason to share information that carried a substantial risk of
mistreatment.

83. The rigidity of the directions, however, restricts all information-sharing with foreign
entities equally. There may be circumstances where the directions impede
operations seeking to effect humanitarian objectives that serve equally compelling
human rights interests as those protected by the ACA Directions. In these rare
circumstances, departments may find themselves in an unenviable dilemma.
Dilemmas such as these are not unfamiliar to the law. Sometimes, the application
of an entirely principled law to exceptional circumstances can result in
uncomfortable outcomes.

84. These complicity-related dilemmas should not be a burden departmental officials
are expected to navigate alone. While NSIRA does not suggest a return to the
2011 MDs, which allowed justifications for sharing despite a risk of complicity,
those MDs provided for the escalation of cases up through the deputy head to the
Minister. They reflected that the most challenging information-sharing decisions
should rest on the shoulders of those charged with the greatest responsibility.
Where officials struggle to mitigate a substantial risk of mistreatment in cases with
particularly compelling humanitarian objectives, they should find support in their
leadership.
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Further to the challenges identified in this report, pursuant to s. 31(1) of the NSIRA
Act, NSIRA will be directing CSIS, DND/CAF, GAC, IRCC, and the RCMP to
conduct a study of information-sharing with the foreign entities of countries
engaged in armed conflict. In particular, this study is to consider challenges in
compliance with the directions and gaps in the ACA regime. This study must
canvas, but need not be limited to, the following issues:

Addressing pre-existing risks of mistreatment or harm in cases where
information-sharing is contemplated to reduce this pre-existing risk and
where the risk resulting from sharing is difficult to mitigate;

Managing urgency and other impediments to compliance with ACA-related
obligations;

Managing circumstances wherein information-sharing for humanitarian
uses is also likely to support the foreign country’s military activities;
Triggers for escalating to the deputy head or minister; and

Potential gaps in the directions and impacts of the application of the
directions when sharing with foreign countries engaged in armed conflict,
generally.

NSIRA will be directing that departments propose potential solutions to these

issues.
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Annex A. Findings and Recommendations

NSIRA made the following findings and recommendations in this review:

Finding 1. NSIRA found that, in the cases examined, CSIS, GAC, RCMP, and IRCC’s
mitigation determinations demonstrated common deficiencies, including:

e inadequate design of mitigation measures to address the specific risks of mistreatment
present;

e insufficient assessment of caveats and assurances for clarity and reliability; and,

e improper incorporation of external considerations into the determinations of whether a
substantial risk of mistreatment could be mitigated.

Finding 2. NSIRA found that, in the examined case, CSIS may not have been in
compliance with the ACA Directions, as they were unlikely to have sufficiently mitigated
a substantial risk of mistreatment when sharing information with a foreign entity.
Specifically, CSIS:

e relied upon caveats and assurances that were inadequately designed to address the
specific risks of mistreatment present; and

e did not resolve substantial deficiencies that undermined the reliability of the caveats
and assurances.

Finding 3. NSIRA found that, in the case examined, GAC’s poor record-keeping
practices impeded NSIRA’s ability to determine their compliance with the ACA
Directions.

Finding 4. NSIRA found that, in the examined case, the RCMP may not have been in
compliance with the ACA Directions, as they were unlikely to have sufficiently mitigated
a substantial risk of mistreatment when sharing information with a foreign entity.
Specifically, the RCMP relied upon caveats that were inadequately designed to address
the specific risks of mistreatment present.

Finding 5. NSIRA found that, in the examined case, IRCC may not have been in
compliance with the ACA Directions, as they were unlikely to have sufficiently mitigated
a substantial risk of mistreatment when sharing information with a foreign entity.
Specifically, IRCC relied upon measures that were inadequately designed to address
the specific risks of mistreatment present.

Finding 6. NSIRA found that many of DND/CAF’s mitigation practices served to provide
decision-makers with information necessary to determine whether a substantial risk of
mistreatment could be mitigated.

Finding 7. NSIRA found that a foreign country’s involvement in armed conflict created
challenges for departments in meeting their mitigation obligations under the ACA
Directions when seeking to share information with that country’s entities.
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Finding 8. NSIRA found that the practical realities of compliance with the ACA
Directions can, in certain circumstances, create a dilemma for departments seeking to
share for humanitarian purposes.

Recommendation 1. NSIRA recommends that departmental ACA risk assessments
include thorough mitigation plans wherever a substantial risk of mistreatment is
identified. These plans should:

e consider whether aII‘mitigation measures proposed, taken globally, adequately
address the specific risks alive in the case at issue and are capable of sufficiently
lessening those risks;

e evaluate the reliability of any caveats and assurances proposed and weigh histories of
compliance according to their quality;

e exclude any external considerations that are not relevant to the question of mitigation,
including the risk of not sharing, and strategic or reputational considerations; and,

e include a plan to monitor for indications of mistreatment and adherence to caveats and
“assurances following an information exchange.

Recommendation 2. NSIRA recommends that officials clearly document how each
identified risk was mitigated prior to disclosing information to foreign entities.
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Annex B. Badesha Factors

The following is an excerpt from India v Badesha, 2017 SCC 44 at paragraph 51.

The ECHR set out a detailed list of contextual factors to be examined when assessing
the reliability of diplomatic assurances. Many of these factors may be considered by
Canadian courts. To be clear, these factors are not exhaustive and their relevance will
depend on the circumstances of the particular case:

f.
2

3.

8.

Whether the assurances are specific or are general and vague;

Who has given the assurances and whether that person can bind the
receiving state,

If the assurances have been issued by the central government of the
receiving state, whether local authorities can be expected to abide by
them;

Whether the assurances concern treatment which is legal or illegal in the
receiving state,

The length and strength of bilateral relations between the sending and
receiving states, including the receiving state’s record in abiding by similar
assurances;

Whether Compliance with the assurances can be objectively verified
through diplomatic or other monitoring mechanisms, including providing
unfettered access to the individual’s lawyers;

Whether there is an effective system of protection against torture in the
receiving state, including whether it is willing to cooperate with international
monitoring mechanisms (including international human rights NGOs) and
whether it is willing to investigate allegations of torture and to punish those
responsible; and

Whether the individual has previously been ill-treated in the receiving state

(See Othman, at para. 189.)
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